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Abstract

This document describes a transport protocol for Internet Small
Computer Systems Interface (iISCSI) that works on top of TCP. The
iISCSI protocol aims to be fully compliant with the standardized SCSI
architecture model.

SCSl is a popular family of protocols that enable systems to
communicate with I/O devices, especially storage devices. SCSI
protocols are request/response application protocols with a common
standardized architecture model and basic command set, as well as
standardized command sets for different device classes (disks, tapes,
media-changers etc.).

As system interconnects move from the classical bus structure to a
network structure, SCSI has to be mapped to network transport
protocols. IP networks now meet the performance requirements of fast
system interconnects and as such are good candidates to "carry" SCSI.
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1. Introduction

The Small Computer Systems Interface (SCSI) is a popular family of
protocols for communicating with 1/0 devices, especially storage
devices. SCSI is a client-server architecture. Clients of a SCSI
interface are called "initiators". Initiators issue SCSI "commands"

to request services from components, logical units of a server known
as a "target". A "SCSI transport" maps the client-server SCSI
protocol to a specific interconnect. An Initiator is one endpoint of

a SCSI transport and a target is the other endpoint.
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The SCSI protocol has been mapped over various transports, including
Parallel SCSI, IPI, IEEE-1394 (firewire) and Fibre Channel. These
transports are 1/0 specific and have limited distance capabilities.

The iSCSI protocol defined in this document describes a means of
transporting SCSI packets over TCP/IP (see [RFC791], [RFC793],
[RFC1035], [RFC1122]), providing for an interoperable solution which
can take advantage of existing Internet infrastructure, Internet
management facilities, and address distance limitations.

2. Definitions and Acronyms
2.1. Definitions

- Alias: An alias string can also be associated with an iISCSI Node.
The alias allows an organization to associate a user-friendly
string with the iISCSI Name. However, the alias string is not a
substitute for the iISCSI Name.

- CID (Connection ID): Connections within a session are identified by
a connection ID. Itis a unique ID for this connection within the
session for the initiator. It is generated by the initiator and
presented to the target during login requests and during logouts
that close connections.

- Connection: A connection is a TCP connection. Communication
between the initiator and target occurs over one or more TCP
connections. The TCP connections carry control messages, SCSI
commands, parameters, and data within iISCSI Protocol Data Units
(iSCsSI PDUs).

- iISCSI Device: A SCSI Device using an iSCSI service delivery
subsystem. Service Delivery Subsystem is defined by [SAM2] as a
transport mechanism for SCSI commands and responses.

- iISCSI Initiator Name: The iSCSI Initiator Name specifies the
worldwide unique name of the initiator.

- iISCSI Initiator Node: The "initiator". The word "initiator" has
been appropriately qualified as either a port or a device in the
rest of the document when the context is ambiguous. All
unqualified usages of "initiator" refer to an initiator port (or
device) depending on the context.

- iISCSI Layer: This layer builds/receives iSCSI PDUs and

relays/receives them to/from one or more TCP connections that form
an initiator-target "session".
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- iISCSI Name: The name of an iSCSI initiator or iISCSI target.

- iISCSI Node: The iSCSI Node represents a single iSCSI initiator or
iISCSI target. There are one or more iISCSI Nodes within a Network
Entity. The iSCSI Node is accessible via one or more Network
Portals. An iSCSI Node is identified by its iISCSI Name. The
separation of the iSCSI Name from the addresses used by and for the
iISCSI Node allows multiple iISCSI Nodes to use the same address, and
the same iSCSI Node to use multiple addresses.

- iISCSI Target Name: The iSCSI Target Name specifies the worldwide
unique name of the target.

- iISCSI Target Node: The "target".

- iISCSI Task: An iSCSI task is an iSCSI request for which a response
is expected.

- iISCSI Transfer Direction: The iSCSI transfer direction is defined
with regard to the initiator. Outbound or outgoing transfers are
transfers from the initiator to the target, while inbound or
incoming transfers are from the target to the initiator.

- ISID: The initiator part of the Session Identifier. Itis
explicitly specified by the initiator during Login.

- |_T nexus: According to [SAMZ2], the |_T nexus is a relationship
between a SCSI Initiator Port and a SCSI Target Port. For iSCSI,
this relationship is a session, defined as a relationship between
an iSCSI Initiator’'s end of the session (SCSI Initiator Port) and
the iISCSI Target’'s Portal Group. The |_T nexus can be identified
by the conjunction of the SCSI port names; that is, the |_T nexus
identifier is the tuple (iISCSI Initiator Name + ,i,’+ ISID, iSCSI
Target Name + ',t,'+ Portal Group Tag).

- Network Entity: The Network Entity represents a device or gateway
that is accessible from the IP network. A Network Entity must have
one or more Network Portals, each of which can be used to gain
access to the IP network by some iSCSI Nodes contained in that
Network Entity.

- Network Portal: The Network Portal is a component of a Network
Entity that has a TCP/IP network address and that may be used by an
ISCSI Node within that Network Entity for the connection(s) within
one of its iISCSI sessions. A Network Portal in an initiator is
identified by its IP address. A Network Portal in a target is
identified by its IP address and its listening TCP port.
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- Originator: In a negotiation or exchange, the party that initiates
the negotiation or exchange.

- PDU (Protocol Data Unit): The initiator and target divide their
communications into messages. The term "iSCSI protocol data unit"
(iSCSI PDU) is used for these messages.

- Portal Groups: iSCSI supports multiple connections within the same
session; some implementations will have the ability to combine
connections in a session across multiple Network Portals. A Portal
Group defines a set of Network Portals within an iSCSI Network
Entity that collectively supports the capability of coordinating a
session with connections spanning these portals. Not all Network
Portals within a Portal Group need participate in every session
connected through that Portal Group. One or more Portal Groups may
provide access to an iSCSI Node. Each Network Portal, as utilized
by a given iSCSI Node, belongs to exactly one portal group within
that node.

Portal Group Tag: This 16-bit quantity identifies a Portal Group
within an iISCSI Node. All Network Portals with the same portal
group tag in the context of a given iSCSI Node are in the same
Portal Group.

Recovery R2T: An R2T generated by a target upon detecting the loss
of one or more Data-Out PDUs through one of the following means: a
digest error, a sequence error, or a sequence reception timeout. A
recovery R2T carries the next unused R2TSN, but requests all or
part of the data burst that an earlier R2T (with a lower R2TSN) had
already requested.

Responder: In a negotiation or exchange, the party that responds to
the originator of the negotiation or exchange.

SCSI Device: This is the SAM2 term for an entity that contains one
or more SCSI ports that are connected to a service delivery
subsystem and supports a SCSI application protocol. For example, a
SCSI Initiator Device contains one or more SCSI Initiator Ports and
zero or more application clients. A Target Device contains one or
more SCSI Target Ports and one or more device servers and
associated logical units. For iSCSI, the SCSI Device is the
component within an iSCSI Node that provides the SCSI
functionality. As such, there can be at most, one SCSI Device
within a given iISCSI Node. Access to the SCSI Device can only be
achieved in an iISCSI normal operational session. The SCSI Device
Name is defined to be the iISCSI Name of the node.
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- SCSI Layer: This builds/receives SCSI CDBs (Command Descriptor
Blocks) and relays/receives them with the remaining command execute
[SAM2] parameters to/from the iSCSI Layer.

Session: The group of TCP connections that link an initiator with a
target form a session (loosely equivalent to a SCSI I-T nexus).

TCP connections can be added and removed from a session. Across
all connections within a session, an initiator sees one and the

same target.

SCSI Initiator Port: This maps to the endpoint of an iISCSI normal
operational session. An iSCSI normal operational session is
negotiated through the login process between an iSCSI initiator
node and an iSCSI target node. At successful completion of this
process, a SCSI Initiator Port is created within the SCSI Initiator
Device. The SCSI Initiator Port Name and SCSI Initiator Port
Identifier are both defined to be the iISCSI Initiator Name together
with (a) a label that identifies it as an initiator port

name/identifier and (b) the ISID portion of the session identifier.

SCSI Port: This is the SAM2 term for an entity in a SCSI Device
that provides the SCSI functionality to interface with a service
delivery subsystem. For iSCSI, the definition of the SCSI
Initiator Port and the SCSI Target Port are different.

SCSI Port Name: A name made up as UTF-8 [RFC2279] characters and
includes the iSCSI Name + '’ or 't’ + ISID or Portal Group Tag.

SCSI Target Port: This maps to an iSCSI Target Portal Group.

SCSI Target Port Name and SCSI Target Port Identifier: These are
both defined to be the iISCSI Target Name together with (a) a label
that identifies it as a target port name/identifier and (b) the

portal group tag.

SSID (Session ID): A session between an iSCSI initiator and an
iISCSI target is defined by a session ID that is a tuple composed of

an initiator part (ISID) and a target part (Target Portal Group

Tag). The ISID is explicitly specified by the initiator at session
establishment. The Target Portal Group Tag is implied by the
initiator through the selection of the TCP endpoint at connection
establishment. The TargetPortalGroupTag key must also be returned
by the target as a confirmation during connection establishment
when TargetName is given.

- Target Portal Group Tag: A numerical identifier (16-bit) for an
ISCSI Target Portal Group.
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- TSIH (Target Session ldentifying Handle): A target assigned tag for
a session with a specific named initiator. The target generates it
during session establishment. Its internal format and content are
not defined by this protocol, except for the value 0 that is
reserved and used by the initiator to indicate a new session. It
is given to the target during additional connection establishment
for the same session.

2.2. Acronyms

Acronym  Definition

3DES Triple Data Encryption Standard
ACA Auto Contingent Allegiance

AEN Asynchronous Event Notification

AES Advanced Encryption Standard

AH Additional Header (not the IPsec AH!)

AHS Additional Header Segment

API Application Programming Interface

ASC Additional Sense Code

ASCII American Standard Code for Information Interchange

ASCQ Additional Sense Code Qualifier

BHS Basic Header Segment

CBC Cipher Block Chaining

CD Compact Disk

CDB Command Descriptor Block

CHAP Challenge Handshake Authentication Protocol
CID Connection ID

CcoO Connection Only

CRC Cyclic Redundancy Check

CRL Certificate Revocation List
CSG Current Stage

CSM Connection State Machine
DES Data Encryption Standard

DNS Domain Name Server

DOI Domain of Interpretation

DVD Digital Versatile Disk

ESP Encapsulating Security Payload

EUI Extended Unique ldentifier

FFP Full Feature Phase

FFPO Full Feature Phase Only

FIM Fixed Interval Marker

Gbps Gigabits per Second

HBA Host Bus Adapter

HMAC Hashed Message Authentication Code
I T Initiator_Target

T L Initiator_Target_LUN

IANA Internet Assigned Numbers Authority
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ID Identifier

IDN Internationalized Domain Name
IEEE Institute of Electrical & Electronics Engineers
IETF Internet Engineering Task Force
IKE Internet Key Exchange

I/0 Input - Output

10 Initialize Only

IP Internet Protocol

IPsec Internet Protocol Security

IPv4 Internet Protocol Version 4

IPv6 Internet Protocol Version 6

IQN iISCSI Qualified Name

ISID Initiator Session ID

ITN iISCSI Target Name

ITT Initiator Task Tag

KRB5 Kerberos V5

LFL Lower Functional Layer

LTDS Logical-Text-Data-Segment
LO Leading Only

LU Logical Unit

LUN Logical Unit Number

MAC Message Authentication Codes

NA Not Applicable

NIC Network Interface Card

NOP No Operation

NSG Next Stage

oS Operating System

PDU Protocol Data Unit

PKI Public Key Infrastructure

R2T Ready To Transfer

R2TSN Ready To Transfer Sequence Number

RDMA Remote Direct Memory Access

RFC Request For Comments

SAM SCSI Architecture Model

SAM2 SCSI Architecture Model - 2

SAN Storage Area Network

SCSI Small Computer Systems Interface

SN Sequence Number

SNACK Selective Negative Acknowledgment - also
Sequence Number Acknowledgement for data

SPKM Simple Public-Key Mechanism

SRP Secure Remote Password
SSID Session ID

SW Session Wide

TCB Task Control Block

TCP Transmission Control Protocol

TPGT Target Portal Group Tag
TSIH Target Session Identifying Handle
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TTT Target Transfer Tag

UFL Upper Functional Layer

ULP Upper Level Protocol

URN Uniform Resource Names [RFC2396]
UTF Universal Transformation Format

WG Working Group

2.3. Conventions

In examples, "I->" and "T->" show iSCSI PDUs sent by the initiator
and target respectively.

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this
document are to be interpreted as described in BCP 14 [RFC2119].

iISCSI messages - PDUs - are represented by diagrams as in the
following example:

Byte/ 0 | 1 | 2 | 3 |
/ I I I
[01234567|/01234567/01234567|01234567|
+ +--- + + +

0| Basic Header Segment (BHS) |
+ +--- + + +

+| I

+ +--- + + +

The diagrams include byte and bit numbering.

The following representation and ordering rules are observed in this
document:

- Word Rule
- Half-word Rule
- Byte Rule

2.3.1. Word Rule

A word holds four consecutive bytes. Whenever a word has numeric
content, it is considered an unsigned number in base 2 positional
representation with the lowest numbered byte (e.g., byte 0) bit 0
representing 2**31 and bit 1 representing 2**30 through lowest
numbered byte + 3 (e.g., byte 3) bit 7 representing 2**0.

Decimal and hexadecimal representation of word values map this
representation to decimal or hexadecimal positional notation.
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2.3.2. Half-Word Rule

A half-word holds two consecutive bytes. Whenever a half-word has
numeric content it is considered an unsigned number in base 2
positional representation with the lowest numbered byte (e.g., byte
0), bit O representing 2**15 and bit 1 representing 2**14 through
lowest numbered byte + 1 (e.g., byte 1), bit 7 representing 2**0.

Decimal and hexadecimal representation of half-word values map this
representation to decimal or hexadecimal positional notation.

2.3.3. Byte Rule

For every PDU, bytes are sent and received in increasing numbered
order (network order).

Whenever a byte has numerical content, it is considered an unsigned
number in base 2 positional representation with bit O representing
2**7 and bit 1 representing 2**6 through bit 7 representing 2**0.

3. Overview
3.1. SCSI Concepts

The SCSI Architecture Model-2 [SAM2] describes in detail the
architecture of the SCSI family of I/O protocols. This section
provides a brief background of the SCSI architecture and is intended
to familiarize readers with its terminology.

At the highest level, SCSI is a family of interfaces for requesting
services from 1/O devices, including hard drives, tape drives, CD and
DVD drives, printers, and scanners. In SCSI terminology, an
individual 1/0 device is called a "logical unit" (LU).

SCSil is a client-server architecture. Clients of a SCSI interface
are called "initiators". Initiators issue SCSI "commands" to request
services from components, logical units, of a server known as a
"target”. The "device server" on the logical unit accepts SCSI
commands and processes them.

A "SCSI transport" maps the client-server SCSI protocol to a specific
interconnect. Initiators are one endpoint of a SCSI transport. The
"target” is the other endpoint. A target can contain multiple

Logical Units (LUs). Each Logical Unit has an address within a
target called a Logical Unit Number (LUN).

A SCSIl task is a SCSI command or possibly a linked set of SCSI
commands. Some LUs support multiple pending (queued) tasks, but the
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gueue of tasks is managed by the logical unit. The target uses an
initiator provided "task tag" to distinguish between tasks. Only one
command in a task can be outstanding at any given time.

Each SCSI command results in an optional data phase and a required
response phase. Inthe data phase, information can travel from the
initiator to target (e.g., WRITE), target to initiator (e.g., READ),

or in both directions. In the response phase, the target returns the
final status of the operation, including any errors.

Command Descriptor Blocks (CDB) are the data structures used to
contain the command parameters that an initiator sends to a target.
The CDB content and structure is defined by [SAM2] and device-type
specific SCSI standards.

3.2. iSCSI Concepts and Functional Overview

The iSCSI protocol is a mapping of the SCSI remote procedure
invocation model (see [SAM2]) over the TCP protocol. SCSI commands
are carried by iSCSI requests and SCSI responses and status are
carried by iISCSI responses. iSCSI also uses the request response
mechanism for iISCSI protocol mechanisms.

For the remainder of this document, the terms "initiator" and
"target” refer to "iSCSI initiator node" and "iSCSI target node",
respectively (see Section 3.4.1 iISCSI Architecture Model) unless
otherwise qualified.

In keeping with similar protocols, the initiator and target divide
their communications into messages. This document uses the term
"ISCSI protocol data unit" (iSCSI PDU) for these messages.

For performance reasons, iSCSI allows a "phase-collapse”. A command
and its associated data may be shipped together from initiator to
target, and data and responses may be shipped together from targets.

The iSCSI transfer direction is defined with respect to the

initiator. Outbound or outgoing transfers are transfers from an
initiator to a target, while inbound or incoming transfers are from a
target to an initiator.

An iSCSI task is an iSCSI request for which a response is expected.
In this document "iSCSI request", "iSCSI command", request, or
(unqualified) command have the same meaning. Also, unless otherwise

specified, status, response, or numbered response have the same
meaning.
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3.2.1. Layers and Sessions

The following conceptual layering model is used to specify initiator
and target actions and the way in which they relate to transmitted
and received Protocol Data Units:

a) the SCSI layer builds/receives SCSI CDBs (Command Descriptor
Blocks) and passes/receives them with the remaining command
execute parameters ([SAMZ2]) to/from

b) the iISCSI layer that builds/receives iSCSI PDUs and
relays/receives them to/from one or more TCP connections; the
group of connections form an initiator-target "session".

Communication between the initiator and target occurs over one or

more TCP connections. The TCP connections carry control messages,
SCSI commands, parameters, and data within iSCSI Protocol Data Units
(ISCSI PDUs). The group of TCP connections that link an initiator

with a target form a session (loosely equivalent to a SCSI |_T nexus,
see Section 3.4.2 SCSI Architecture Model). A session is defined by

a session ID that is composed of an initiator part and a target part.

TCP connections can be added and removed from a session. Each
connection within a session is identified by a connection ID (CID).

Across all connections within a session, an initiator sees one
"target image". All target identifying elements, such as LUN, are
the same. A target also sees one "initiator image" across all
connections within a session. Initiator identifying elements, such
as the Initiator Task Tag, are global across the session regardless
of the connection on which they are sent or received.

iISCSI targets and initiators MUST support at least one TCP connection
and MAY support several connections in a session. For error recovery
purposes, targets and initiators that support a single active

connection in a session SHOULD support two connections during
recovery.

3.2.2. Ordering and iSCSI Numbering

iISCSI uses Command and Status numbering schemes and a Data sequencing
scheme.

Command numbering is session-wide and is used for ordered command

delivery over multiple connections. It can also be used as a
mechanism for command flow control over a session.
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Status numbering is per connection and is used to enable missing
status detection and recovery in the presence of transient or
permanent communication errors.

Data sequencing is per command or part of a command (R2T triggered
sequence) and is used to detect missing data and/or R2T PDUs due to
header digest errors.

Typically, fields in the iISCSI PDUs communicate the Sequence Numbers
between the initiator and target. During periods when traffic on a
connection is unidirectional, iISCSI NOP-Out/In PDUs may be utilized

to synchronize the command and status ordering counters of the target
and initiator.

The iSCSI session abstraction is equivalent to the SCSI I_T nexus,
and the iISCSI session provides an ordered command delivery from the
SCSil initiator to the SCSI target. For detailed design

considerations that led to the iISCSI session model as it is defined

here and how it relates the SCSI command ordering features defined in
SCSiI specifications to the iSCSI concepts see [CORD].

3.2.2.1. Command Numbering and Acknowledging

iISCSI performs ordered command delivery within a session. All
commands (initiator-to-target PDUS) in transit from the initiator to
the target are numbered.

iISCSI considers a task to be instantiated on the target in response

to every request issued by the initiator. A set of task management
operations including abort and reassign (see Section 10.5 Task
Management Function Request) may be performed on any iSCSI task.

Some iSCSI tasks are SCSI tasks, and many SCSI activities are related
to a SCSI task ([SAM2]). In all cases, the task is identified by the
Initiator Task Tag for the life of the task.

The command number is carried by the iISCSI PDU as CmdSN

(Command Sequence Number). The numbering is session-wide. Outgoing
iISCSI PDUs carry this number. The iSCSI initiator allocates CmdSNs

with a 32-bit unsigned counter (modulo 2**32). Comparisons and
arithmetic on CmdSN use Serial Number Arithmetic as defined in
[RFC1982] where SERIAL_BITS = 32.

Commands meant for immediate delivery are marked with an immediate

delivery flag; they MUST also carry the current CmdSN. CmdSN does
not advance after a command marked for immediate delivery is sent.
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Command numbering starts with the first login request on the first
connection of a session (the leading login on the leading connection)
and command numbers are incremented by 1 for every non-immediate
command issued afterwards.

If immediate delivery is used with task management commands, these
commands may reach the target before the tasks on which they are
supposed to act. However their CmdSN serves as a marker of their
position in the stream of commands. The initiator and target must
ensure that the task management commands act as specified by [SAM2].
For example, both commands and responses appear as if delivered in
order. Whenever CmdSN for an outgoing PDU is not specified by an
explicit rule, CmdSN will carry the current value of the local CmdSN
variable (see later in this section).

The means by which an implementation decides to mark a PDU for
immediate delivery or by which iISCSI decides by itself to mark a PDU
for immediate delivery are beyond the scope of this document.

The number of commands used for immediate delivery is not limited and
their delivery for execution is not acknowledged through the

numbering scheme. Immediate commands MAY be rejected by the iISCSI
target layer due to a lack of resources. An iSCSI target MUST be

able to handle at least one immediate task management command and one
immediate non-task-management iSCSI command per connection at any
time.

In this document, delivery for execution means delivery to the SCSI
execution engine or an iSCSI protocol specific execution engine

(e.g., for text requests with public or private extension keys

involving an execution component). With the exception of the
commands marked for immediate delivery, the iISCSI target layer MUST
deliver the commands for execution in the order specified by CmdSN.
Commands marked for immediate delivery may be delivered by the iSCSI
target layer for execution as soon as detected. iSCSI may avoid
delivering some commands to the SCSI target layer if required by a
prior SCSI or iSCSI action (e.g., CLEAR TASK SET Task Management
request received before all the commands on which it was supposed to
act).

On any connection, the iSCSI initiator MUST send the commands in
increasing order of CmdSN, except for commands that are retransmitted
due to digest error recovery and connection recovery.

For the numbering mechanism, the initiator and target maintain the
following three variables for each session:
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- CmdSN - the current command Sequence Number, advanced by 1 on
each command shipped except for commands marked for immediate
delivery. CmdSN always contains the number to be assigned to
the next Command PDU.

- ExpCmdSN - the next expected command by the target. The target
acknowledges all commands up to, but not including, this
number. The initiator treats all commands with CmdSN less than
ExpCmdSN as acknowledged. The target iSCSI layer sets the
ExpCmdSN to the largest non-immediate CmdSN that it can deliver
for execution plus 1 (no holes in the CmdSN sequence).

- MaxCmdSN - the maximum number to be shipped. The queuing
capacity of the receiving iISCSI layer is MaxCmdSN - ExpCmdSN +
1.

The initiator's ExpCmdSN and MaxCmdSN are derived from

target-to-initiator PDU fields. Comparisons and arithmetic on

ExpCmdSN and MaxCmdSN MUST use Serial Number Arithmetic as defined in
[RFC1982] where SERIAL_BITS = 32.

The target MUST NOT transmit a MaxCmdSN that is less than
ExpCmdSN-1. For non-immediate commands, the CmdSN field can take any
value from ExpCmdSN to MaxCmdSN inclusive. The target MUST silently
ignore any non-immediate command outside of this range or non-
immediate duplicates within the range. The CmdSN carried by

immediate commands may lie outside the ExpCmdSN to MaxCmdSN range.
For example, if the initiator has previously sent a non-immediate

command carrying the CmdSN equal to MaxCmdSN, the target window is
closed. For group task management commands issued as immediate
commands, CmdSN indicates the scope of the group action (e.g., on
ABORT TASK SET indicates which commands are aborted).

MaxCmdSN and ExpCmdSN fields are processed by the initiator as
follows:

- If the PDU MaxCmdSN is less than the PDU ExpCmdSN-1 (in Serial
Arithmetic Sense), they are both ignored.

- If the PDU MaxCmdSN is greater than the local MaxCmdSN (in
Serial Arithmetic Sense), it updates the local MaxCmdSN;
otherwise, it is ignored.

- If the PDU ExpCmdSN is greater than the local ExpCmdSN (in
Serial Arithmetic Sense), it updates the local ExpCmdSN;
otherwise, it is ignored.

This sequence is required because updates may arrive out of order
(e.g., the updates are sent on different TCP connections).

iISCSI initiators and targets MUST support the command numbering
scheme.
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A numbered iSCSI request will not change its allocated CmdSN,
regardless of the number of times and circumstances in which it is
reissued (see Section 6.2.1 Usage of Retry). At the target, CmdSN is
only relevant when the command has not created any state related to
its execution (execution state); afterwards, CmdSN becomes
irrelevant. Testing for the execution state (represented by

identifying the Initiator Task Tag) MUST precede any other action at
the target. If no execution state is found, it is followed by

ordering and delivery. If an execution state is found, it is

followed by delivery.

If an initiator issues a command retry for a command with CmdSN R on

a connection when the session CmdSN value is Q, it MUST NOT advance
the CmdSN past R + 2**31 -1 unless the connection is no longer
operational (i.e., it has returned to the FREE state, see Section

7.1.3 Standard Connection State Diagram for an Initiator), the

connection has been reinstated (see Section 5.3.4 Connection
Reinstatement), or a non-immediate command with CmdSN equal or
greater than Q was issued subsequent to the command retry on the same
connection and the reception of that command is acknowledged by the
target (see Section 9.4 Command Retry and Cleaning Old Command
Instances).

A target MUST NOT issue a command response or Data-In PDU with status
before acknowledging the command. However, the acknowledgement can
be included in the response or Data-In PDU.

3.2.2.2. Response/Status Numbering and Acknowledging

Responses in transit from the target to the initiator are numbered.

The StatSN (Status Sequence Number) is used for this purpose. StatSN
is a counter maintained per connection. ExpStatSN is used by the
initiator to acknowledge status. The status sequence number space is
32-bit unsigned-integers and the arithmetic operations are the

regular mod(2**32) arithmetic.

Status numbering starts with the Login response to the first Login
request of the connection. The Login response includes an initial
value for status numbering (any initial value is valid).

To enable command recovery, the target MAY maintain enough state
information for data and status recovery after a connection failure.

A target doing so can safely discard all of the state information

maintained for recovery of a command after the delivery of the status

for the command (numbered StatSN) is acknowledged through ExpStatSN.

A large absolute difference between StatSN and ExpStatSN may indicate
a failed connection. Initiators MUST undertake recovery actions if
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the difference is greater than an implementation defined constant
that MUST NOT exceed 2**31-1.

Initiators and Targets MUST support the response-numbering scheme.
3.2.2.3. Data Sequencing

Data and R2T PDUs transferred as part of some command execution MUST
be sequenced. The DataSN field is used for data sequencing. For

input (read) data PDUs, DataSN starts with O for the first data PDU

of an input command and advances by 1 for each subsequent data PDU.
For output data PDUs, DataSN starts with 0 for the first data PDU of

a sequence (the initial unsolicited sequence or any data PDU sequence
issued to satisfy an R2T) and advances by 1 for each subsequent data
PDU. R2Ts are also sequenced per command. For example, the first

R2T has an R2TSN of 0 and advances by 1 for each subsequent R2T. For
bidirectional commands, the target uses the DataSN/R2TSN to sequence
Data-In and R2T PDUs in one continuous sequence (undifferentiated).
Unlike command and status, data PDUs and R2Ts are not acknowledged by
a field in regular outgoing PDUs. Data-In PDUs can be acknowledged

on demand by a special form of the SNACK PDU. Data and R2T PDUs are
implicitly acknowledged by status for the command. The DataSN/R2TSN
field enables the initiator to detect missing data or R2T PDUs.

For any read or bidirectional command, a target MUST issue less than
2**32 combined R2T and Data-In PDUs. Any output data sequence MUST
contain less than 2**32 Data-Out PDUs.

3.2.3. iSCSI Login

The purpose of the iISCSI login is to enable a TCP connection for

iISCSI use, authentication of the parties, negotiation of the

session’s parameters and marking of the connection as belonging to an
iISCSI session.

A session is used to identify to a target all the connections with a
given initiator that belong to the same |_T nexus. (For more details
on how a session relates to an |_T nexus, see Section 3.4.2 SCSI
Architecture Model).

The targets listen on a well-known TCP port or other TCP port for
incoming connections. The initiator begins the login process by
connecting to one of these TCP ports.

As part of the login process, the initiator and target SHOULD
authenticate each other and MAY set a security association protocol
for the session. This can occur in many different ways and is
subject to negotiation.
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To protect the TCP connection, an IPsec security association MAY be
established before the Login request. For information on using IPsec
security for iSCSI see Chapter 8 and [RFC3723].

The iSCSI Login Phase is carried through Login requests and
responses. Once suitable authentication has occurred and operational
parameters have been set, the session transitions to the Full Feature
Phase and the initiator may start to send SCSI commands. The
security policy for whether, and by what means, a target chooses to
authorize an initiator is beyond the scope of this document. For a
more detailed description of the Login Phase, see Chapter 5.

The login PDU includes the ISID part of the session ID (SSID). The
target portal group that services the login is implied by the

selection of the connection endpoint. For a new session, the TSIH is
zero. As part of the response, the target generates a TSIH.

During session establishment, the target identifies the SCSI

initiator port (the "I" in the "I_T nexus") through the value pair
(InitiatorName, 1SID). We describe InitiatorName later in this
section. Any persistent state (e.g., persistent reservations) on the
target that is associated with a SCSI initiator port is identified

based on this value pair. Any state associated with the SCSI target
port (the "T" in the "I_T nexus") is identified externally by the
TargetName and portal group tag (see Section 3.4.1 iSCSI Architecture
Model). ISID is subject to reuse restrictions because it is used to
identify a persistent state (see Section 3.4.3 Consequences of the
Model).

Before the Full Feature Phase is established, only Login Request and
Login Response PDUs are allowed. Login requests and responses MUST
be used exclusively during Login. On any connection, the login phase
MUST immediately follow TCP connection establishment and a subsequent
Login Phase MUST NOT occur before tearing down a connection.

A target receiving any PDU except a Login request before the Login
phase is started MUST immediately terminate the connection on which
the PDU was received. Once the Login phase has started, if the
target receives any PDU except a Login request, it MUST send a Login
reject (with Status "invalid during login") and then disconnect. If

the initiator receives any PDU except a Login response, it MUST
immediately terminate the connection.

3.2.4. iSCSI Full Feature Phase
Once the initiator is authorized to do so, the iISCSI session is in

the iISCSI Full Feature Phase. A session is in Full Feature Phase
after successfully finishing the Login Phase on the first (leading)
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connection of a session. A connection is in Full Feature Phase if
the session is in Full Feature Phase and the connection login has
completed successfully. An iSCSI connection is not in Full Feature
Phase

a) when it does not have an established transport connection,
OR

b) when it has a valid transport connection, but a successful
login was not performed or the connection is currently logged
out.

In a normal Full Feature Phase, the initiator may send SCSI commands
and data to the various LUs on the target by encapsulating them in
iISCSI PDUs that go over the established iSCSI session.

3.2.4.1. Command Connection Allegiance

For any iSCSI request issued over a TCP connection, the corresponding
response and/or other related PDU(s) MUST be sent over the same
connection. We call this "connection allegiance”. If the original
connection fails before the command is completed, the connection
allegiance of the command may be explicitly reassigned to a different
transport connection as described in detail in Section 6.2 Retry and
Reassign in Recovery.

Thus, if an initiator issues a READ command, the target MUST send the
requested data, if any, followed by the status to the initiator over

the same TCP connection that was used to deliver the SCSI command.

If an initiator issues a WRITE command, the initiator MUST send the

data, if any, for that command over the same TCP connection that was
used to deliver the SCSI command. The target MUST return Ready To
Transfer (R2T), if any, and the status over the same TCP connection

that was used to deliver the SCSI command. Retransmission requests
(SNACK PDUSs) and the data and status that they generate MUST also use
the same connection.

However, consecutive commands that are part of a SCSI linked
command-chain task (see [SAM2]) MAY use different connections.
Connection allegiance is strictly per-command and not per-task.
During the iSCSI Full Feature Phase, the initiator and target MAY
interleave unrelated SCSI commands, their SCSI Data, and responses
over the session.
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3.2.4.2. Data Transfer Overview

Outgoing SCSI data (initiator to target user data or command
parameters) is sent as either solicited data or unsolicited data.

Solicited data are sent in response to R2T PDUs. Unsolicited data

can be sent as part of an iISCSI command PDU ("immediate data") or in
separate iSCSI data PDUs.

Immediate data are assumed to originate at offset O in the initiator
SCSI write-buffer (outgoing data buffer). All other Data PDUs have
the buffer offset set explicitly in the PDU header.

An initiator may send unsolicited data up to FirstBurstLength as
immediate (up to the negotiated maximum PDU length), in a separate
PDU sequence or both. All subsequent data MUST be solicited. The
maximum length of an individual data PDU or the immediate-part of the
first unsolicited burst MAY be negotiated at login.

The maximum amount of unsolicited data that can be sent with a
command is negotiated at login through the FirstBurstLength key. A
target MAY separately enable immediate data (through the
ImmediateData key) without enabling the more general (separate data
PDUs) form of unsolicited data (through the InitialR2T key).

Unsolicited data on write are meant to reduce the effect of latency
on throughput (no R2T is needed to start sending data). In addition,
immediate data is meant to reduce the protocol overhead (both
bandwidth and execution time).

An iSCSI initiator MAY choose not to send unsolicited data, only
immediate data or FirstBurstLength bytes of unsolicited data with a
command. If any non-immediate unsolicited data is sent, the total
unsolicited data MUST be either FirstBurstLength, or all of the data
if the total amount is less than the FirstBurstLength.

It is considered an error for an initiator to send unsolicited data
PDUs to a target that operates in R2T mode (only solicited data are
allowed). Itis also an error for an initiator to send more

unsolicited data, whether immediate or as separate PDUSs, than
FirstBurstLength.

An initiator MUST honor an R2T data request for a valid outstanding
command (i.e., carrying a valid Initiator Task Tag) and deliver all

the requested data provided the command is supposed to deliver
outgoing data and the R2T specifies data within the command bounds.
The initiator action is unspecified for receiving an R2T request that
specifies data, all or part, outside of the bounds of the command.
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A target SHOULD NOT silently discard data and then request
retransmission through R2T. Initiators SHOULD NOT keep track of the
data transferred to or from the target (scoreboarding). SCSI targets
perform residual count calculation to check how much data was
actually transferred to or from the device by a command. This may
differ from the amount the initiator sent and/or received for reasons
such as retransmissions and errors. Read or bidirectional commands
implicitly solicit the transmission of the entire amount of data

covered by the command. SCSI data packets are matched to their
corresponding SCSI commands by using tags specified in the protocol.

In addition, iISCSI initiators and targets MUST enforce some ordering

rules. When unsolicited data is used, the order of the unsolicited

data on each connection MUST match the order in which the commands on
that connection are sent. Command and unsolicited data PDUs may be
interleaved on a single connection as long as the ordering

requirements of each are maintained (e.g., command N+1 MAY be sent
before the unsolicited Data-Out PDUs for command N, but the

unsolicited Data-Out PDUs for command N MUST precede the unsolicited
Data-Out PDUs of command N+1). A target that receives data out of

order MAY terminate the session.

3.2.4.3. Tags and Integrity Checks

Initiator tags for pending commands are unique initiator-wide for a
session. Target tags are not strictly specified by the protocol. It

is assumed that target tags are used by the target to tag (alone or

in combination with the LUN) the solicited data. Target tags are
generated by the target and "echoed" by the initiator. These
mechanisms are designed to accomplish efficient data delivery along
with a large degree of control over the data flow.

As the Initiator Task Tag is used to identify a task during its

execution, the iISCSI initiator and target MUST verify that all other
fields used in task-related PDUs have values that are consistent with
the values used at the task instantiation based on the Initiator Task
Tag (e.g., the LUN used in an R2T PDU MUST be the same as the one
used in the SCSI command PDU used to instantiate the task). Using
inconsistent field values is considered a protocol error.

3.2.4.4. Task Management

SCSI task management assumes that individual tasks and task groups
can be aborted solely based on the task tags (for individual tasks)

or the timing of the task management command (for task groups), and
that the task management action is executed synchronously - i.e., no
message involving an aborted task will be seen by the SCSI initiator
after receiving the task management response. In iSCSI initiators
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and targets interact asynchronously over several connections. iSCSI
specifies the protocol mechanism and implementation requirements
needed to present a synchronous view while using an asynchronous
infrastructure.

3.2.5. iSCSI Connection Termination

An iSCSI connection may be terminated by use of a transport
connection shutdown or a transport reset. Transport reset is assumed
to be an exceptional event.

Graceful TCP connection shutdowns are done by sending TCP FINs. A
graceful transport connection shutdown SHOULD only be initiated by
either party when the connection is not in iISCSI Full Feature Phase.

A target MAY terminate a Full Feature Phase connection on internal
exception events, but it SHOULD announce the fact through an
Asynchronous Message PDU. Connection termination with outstanding
commands may require recovery actions.

If a connection is terminated while in Full Feature Phase, connection
cleanup (see section 7) is required prior to recovery. By doing
connection cleanup before starting recovery, the initiator and target
will avoid receiving stale PDUs after recovery.

3.2.6. iISCSI Names

Both targets and initiators require names for the purpose of
identification. In addition, names enable iISCSI storage resources to
be managed regardless of location (address). An iSCSI node name is
also the SCSI device name of an iSCSI device. The iSCSI name of a
SCSI device is the principal object used in authentication of targets

to initiators and initiators to targets. This name is also used to

identify and manage iSCSI storage resources.

iISCSI names must be unique within the operational domain of the end
user. However, because the operational domain of an IP network is
potentially worldwide, the iISCSI name formats are architected to be
worldwide unique. To assist naming authorities in the construction

of worldwide unique names, iSCSI provides two name formats for
different types of naming authorities.

iISCSI names are associated with iISCSI nodes, and not iISCSI network
adapter cards, to ensure that the replacement of network adapter
cards does not require reconfiguration of all SCSI and iSCSI resource
allocation information.
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Some SCSI commands require that protocol-specific identifiers be
communicated within SCSI CDBs. See Section 3.4.2 SCSI Architecture
Model for the definition of the SCSI port name/identifier for iISCSI

ports.

An initiator may discover the iISCSI Target Names to which it has
access, along with their addresses, using the SendTargets text
request, or other techniques discussed in [RFC3721].

3.2.6.1. iSCSI Name Properties

Each iSCSI node, whether an initiator or target, MUST have an iSCSI
name.

Initiators and targets MUST support the receipt of iISCSI names of up
to the maximum length of 223 bytes.

The initiator MUST present both its iSCSI Initiator Name and the
iISCSI Target Name to which it wishes to connect in the first login
request of a new session or connection. The only exception is if a
discovery session (see Section 2.3 iSCSI Session Types) is to be
established. In this case, the iISCSI Initiator Name is still

required, but the iISCSI Target Name MAY be omitted.

iISCSI names have the following properties:

a) iISCSI names are globally unique. No two initiators or targets
can have the same name.

b) iISCSI names are permanent. An iSCSI initiator node or target
node has the same name for its lifetime.

¢) iISCSI names do not imply a location or address. An iSCSI
initiator or target can move, or have multiple addresses. A
change of address does not imply a change of name.

d) iISCSI names do not rely on a central name broker; the naming
authority is distributed.

e) iISCSI names support integration with existing uniqgue naming
schemes.

f) iISCSI names rely on existing naming authorities. iISCSI does
not create any new naming authority.

The encoding of an iISCSI name has the following properties:

a) iISCSI names have the same encoding method regardless of the
underlying protocols.

b) iISCSI names are relatively simple to compare. The algorithm
for comparing two iSCSI names for equivalence does not rely on
an external server.
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¢) iISCSI names are composed only of displayable characters. iSCSI
names allow the use of international character sets but are not
case sensitive. No whitespace characters are used in iISCSI
names.

d) iISCSI names may be transported using both binary and
ASCII-based protocols.

An iSCSI name really names a logical software entity, and is not tied
to a port or other hardware that can be changed. For instance, an
initiator name should name the iSCSI initiator node, not a particular
NIC or HBA. When multiple NICs are used, they should generally all
present the same iSCSI initiator name to the targets, because they
are simply paths to the same SCSI layer. In most operating systems,
the named entity is the operating system image.

Similarly, a target name should not be tied to hardware interfaces
that can be changed. A target name should identify the logical
target and must be the same for the target regardless of the physical
portion being addressed. This assists iSCSI initiators in

determining that the two targets it has discovered are really two
paths to the same target.

The iSCSI name is designed to fulfill the functional requirements for
Uniform Resource Names (URN) [RFC1737]. For example, it is required
that the name have a global sco