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0. PREFACE

Thi s docunment is a snapshot of the work of the Router Requirenents
wor ki ng group as of Novenber 1991. At that tinme, the working group had
essentially finished its task. There were sonme final technical matters
to be nailed down, and a great deal of editing needed to be done in
order to get the docunment ready for publication. Unfortunately, these
tasks were never conpl et ed.

At the request of the Internet Area Director, the current editor took
the last draft of the docunent and, after consulting the mailing |ist
archives, neeting mnutes, notes, and other nmenbers of the working
group, edited the docunent to its current form This effort included
the following tasks: 1) Deleting all the parenthetical material (such as
editor’s coments). Useful information was turned into DI SCUSSI ON
sections, the rest was deleted. 2) Conpleting the tasks listed in the
|ast draft’s To be Done sections. As a part of this task, a new "to be
done" list was devel oped and included as an appendix to the current
docunment. 3) Rolling Philip Alnguist’s "Rumi nations on the Next Hop"
and "Rum nations on Route Leaking" into this docunment. These represent
significant work and should be kept. 4) Fulfilling the last intents of
the working group as determined fromthe archival material. The intent
of this effort was to get the docunent into a formsuitable for
publication as an Hi storical RFC so that the significant work which went
into the creation of this docunent woul d be preserved.

The content and form of this docunent are due, in large part, to the

wor ki ng group’s chair, and docunment’s original editor and author: Philip
Al mgui st.  Wthout his efforts, this docunent woul d not exist.
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1. | NTRODUCTI ON

The goal of this work is to replace RFC-1009, Requirenents for Internet
Gateways ([INTRO 1]) with a new docunent.

This nenp is an internediate step toward that goal. It defines and

di scusses requirenments for devices which performthe network |ayer
forwardi ng function of the Internet protocol suite. The Internet
community usually refers to such devices as |IP routers or sinply
routers; The OSI conmunity refers to such devices as internediate
systens. Many ol der Internet docunents refer to these devices as

gat eways, a nane which nore recently has largely passed out of favor to
avoi d confusion with application gateways.

An I P router can be distinguished fromother sorts of packet sw tching
devices in that a router examines the IP protocol header as part of the
switching process. It generally has to nodify the I P header and to
strip off and replace the Link Layer fram ng.

The authors of this meno recognize, as should its readers, that many
routers support multiple protocol suites, and that support for nultiple
protocol suites will be required in increasingly |arge parts of the
Internet in the future. This nmeno, however, does not attenpt to specify
Internet requirements for protocol suites other than TCP/IP

Thi s docunent enunerates standard protocols that a router connected to
the Internet nust use, and it incorporates by reference the RFCs and
ot her docunents describing the current specifications for these
protocols. It corrects errors in the referenced docunents and adds
addi ti onal discussion and gui dance for an inplenmentor.

For each protocol, this final version of this nmeno al so contains an
explicit set of requirenments, reconmendations, and options. The reader
nmust understand that the list of requirenents in this meno is inconplete
by itself; the conplete set of requirements for an Internet protocol
router is primarily defined in the standard protocol specification
docunments, with the corrections, anmendnents, and suppl enments contai ned
in this nmeno.

This meno should be read in conjunction with the Requirenents for
Internet Hosts RFCs ([INTRO 2] and [INTRO 3]). Internet hosts and
routers nust both be capable of originating |IP datagranms and receiving
| P dat agranms destined for them The mgjor distinction between |nternet
hosts and routers is that routers are required to inplenment forwarding
al gorithns and Internet hosts do not require forwardi ng capabilities.
Any Internet host acting as a router nust adhere to the requirenents
contained in the final version of this neno.
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The goal of open systeminterconnection dictates that routers nust
function correctly as Internet hosts when necessary. To achieve this,
this nmeno provides guidelines for such instances. For sinplification
and ease of docunent updates, this nmeno tries to avoid overl appi ng

di scussions of host requirenments with [INTRO 2] and [INTRG 3] and

i ncorporates the relevant requirenments of those docunents by reference.
In some cases the requirenments stated in [INTRO 2] and [I NTRO 3] are
superseded by the final version of this docunent.

A good-faith inplenentation of the protocols produced after carefu
reading of the RFCs, with sone interaction with the Internet technical
communi ty, and that foll ows good communi cati ons software engineering
practices, should differ fromthe requirenments of this neno in only

m nor ways. Thus, in many cases, the requirenments in this docunent are
al ready stated or inplied in the standard protocol documents, so that
their inclusion here is, in a sense, redundant. However, they were

i ncl uded because sone past inplenentation has made the wong choi ce,
causi ng problens of interoperability, performance, and/or robustness.

Thi s neno incl udes discussion and expl anati on of many of the
requi rements and reconmendations. A sinple list of requirenents would
be dangerous, because:

o Sone required features are nore inportant than others, and sone
features are optional

o Sone features are critical in sone applications of routers but
irrelevant in others.

o There may be valid reasons why particul ar vendor products that are
designed for restricted contexts mght choose to use different
speci fications.

However, the specifications of this meno nust be followed to neet the
general goal of arbitrary router interoperation across the diversity and
complexity of the Internet. Although nost current inplenmentations fai
to neet these requirenents in various ways, some mnor and some najor,
this specification is the ideal towards which we need to nove.

These requirenents are based on the current |evel of Internet

architecture. This nenmo will be updated as required to provide
additional clarifications or to include additional information in those
areas in which specifications are still evolving.
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1.1 Reading this Docunent

1.1.1 Oganization

This neno enul ates the |ayered organi zation used by [INTRO 2] and
[INTRO 3]. Thus, Chapter 2 describes the layers found in the
Internet architecture. Chapter 3 covers the Link Layer. Chapters
4 and 5 are concerned with the Internet Layer protocols and
forwardi ng algorithnms. Chapter 6 covers the Transport Layer.

Upper | ayer protocols are divided between Chapter 7, which

di scusses the protocols which routers use to exchange routing
informati on with each other, Chapter 8, which di scusses network
managenent, and Chapter 9, which di scusses other upper |ayer
protocols. The final chapter covers operations and mai ntenance
features. This organi zation was chosen for sinplicity, clarity,
and consistency with the Host Requirenents RFCs. Appendices to
this nmeno include a bibliography, a glossary, and some conjectures
about future directions of router standards.

In describing the requirenments, we assume that an inplenentation
strictly mrrors the layering of the protocols. However, strict
layering is an inperfect nodel, both for the protocol suite and
for recommended i npl enmentati on approaches. Protocols in different
| ayers interact in conplex and sonetinmes subtle ways, and
particular functions often involve multiple layers. There are
many design choices in an inplenmentation, many of which involve
creative breaking of strict layering. Every inplenentor is urged
to read [INTRO 4] and [INTRO 5].

In general, each major section of this nmeno is organized into the
foll owi ng subsecti ons:

(1) Introduction

(2) Protocol Walk-Through - considers the protocol specification
docunents section-by-section, correcting errors, stating
requi rements that may be amnbi guous or ill-defined, and
providing further clarification or explanation.

(3) Specific Issues - discusses protocol design and
i npl ementation issues that were not included in the wal k-
t hr ough.

Under many of the individual topics in this meno, there is

parenthetical material |abel ed DI SCUSSI ON or | MPLEMENTATI ON. Thi s
material is intended to give a justification, clarification or
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expl anation to the preceding requirenments text. The
i mpl ementati on material contains suggested approaches that an
i mpl ementor may want to consider. The DI SCUSSI ON and
| MPLEMENTATI ON sections are not part of the standard.

1.1.2 Requirenents

In this meno, the words that are used to define the significance
of each particular requirenent are capitalized. These words are:

o MJST
This word nmeans that the itemis an absol ute requirenent of the
speci ficati on.

o MJST | MPLEMENT
This phrase nmeans that this specification requires that the
item be inplemented, but does not require that it be enabl ed by
defaul t.

o MJST NOT
This phrase neans that the itemis an absolute prohibition of
the specification

o SHOULD
This word nmeans that there may exist valid reasons in
particul ar circunstances to ignore this item but the ful
i mplications should be understood and the case carefully
wei ghed before choosing a different course.

0 SHOULD | MPLEMENT
This phrase is simlar in nmeaning to SHOULD, but is used when
we recommend that a particular feature be provided but does not
necessarily recomrend that it be enabled by default.

o SHOULD NOT
This phrase nmeans that there may exist valid reasons in
particul ar circunmstances when the descri bed behavior is
acceptabl e or even useful, but the full inplications should be
understood and the case carefully wei ghed before inplenenting
any behavi or described with this | abel.

o MAY
This word nmeans that this itemis truly optional. One vendor
may choose to include the item because a particul ar market pl ace
requires it or because it enhances the product, for exanple;
anot her vendor may omt the sanme item
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1.1.3 Conpliance

Some requirenents are applicable to all routers. O her

requi rements are applicable only to those which inplenent
particul ar features or protocols. In the follow ng paragraphs,
Rel evant refers to the union of the requirenents applicable to al
routers and the set of requirenments applicable to a particul ar
router because of the set of features and protocols it has

i mpl ement ed.

Note that not all Relevant requirenents are stated directly in
this nmeno. Various parts of this neno incorporate by reference
sections of the Host Requirements specification, [INTRO 2] and
[INTRO 3]. For purposes of determning conpliance with this nmeno,
it does not matter whether a Relevant requirenment is stated
directly in this meno or nerely incorporated by reference from one
of those docunents.

An inplenmentation is said to be conditionally conpliant if it
satisfies all of the Relevant MJST, MJST | MPLEMENT, and MJST NOT
requirements. An inplenentation is said to be unconditionally
compliant if it is conditionally conpliant and al so satisfies al
of the Rel evant SHOULD, SHOULD | MPLEMENT, and SHOULD NOT
requirements. An inplenentation is not conpliant if it is not
conditionally conpliant (i.e., it fails to satisfy one or nore of
t he Rel evant MJUST, MJST | MPLEMENT, or MJST NOT requirements).

For any of the SHOULD and SHOULD NOT requirenments, a router nay
provide a configuration option that will cause the router to act
other than as specified by the requirement. Having such a
configuration option does not void a router’s claimto
uncondi ti onal conpliance as long as the option has a default
setting, and that leaving the option at its default setting causes
the router to operate in a manner which conforms to the
requirement.

Li kewi se, routers may provide, except where explicitly prohibited
by this neno, options which cause themto violate MJST or MJST NOT
requirements. A router which provides such options is conpliant
(either fully or conditionally) if and only if each such option
has a default setting which causes the router to conformto the
requi rements of this neno. Please note that the authors of this
meno, al though aware of market realities, strongly reconmend

agai nst provision of such options. Requirenents are |abel ed MJST
or MUST NOT because experts in the field have judged themto be
particularly inportant to interoperability or proper functioning
in the Internet. Vendors should weigh carefully the customer
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support costs of providing options which violate those rul es.

O course, this nenpo is not a conplete specification of an IP
router, but rather is closer to what in the CSI world is called a
profile. For exanple, this nmenp requires that a nunber of
protocols be inplenmented. Although nost of the contents of their
protocol specifications are not repeated in this neno,

i mpl ementors are nonetheless required to inplenent the protocols
according to those specifications.

1.2 Relationships to Oher Standards

There are several reference docunents of interest in checking the
current status of protocol specifications and standardi zation:

0 | NTERNET OFFI Cl AL PROTOCCL STANDARDS
Thi s docunent describes the Internet standards process and lists
the standards status of the protocols. As of this witing, the
current version of this docunent is STD 1, RFC 1610, [ARCH. 7].
This docunent is periodically re-issued. You should always
consult an RFC repository and use the | atest version of this
docunent .

0 Assigned Nunbers
This docunent lists the assigned val ues of the paranmeters used
in the various protocols. For exanple, |IP protocol codes, TCP
port numnbers, Telnet Option Codes, ARP hardware types, and
Ternminal Type nanes. As of this witing, the current version of
this docunent is STD 2, RFC 1700, [INTRO 7]. This docunent is
periodically re-issued. You should always consult an RFC
repository and use the | atest version of this document.

0 Host Requirenents
This pair of docunments reviews the specifications that apply to
hosts and supplies guidance and clarification for any
anbiguities. Note that these requirenents also apply to
routers, except where otherw se specified in this nmeno. As of
this witing (Decenber, 1993) the current versions of these
docunments are RFC 1122 and RFC 1123, (STD 3) [INTRO 2], and
[ NTRO 3] respectively.

0 Router Requirenments (formerly Gateway Requirenents)
Thi s neno.

Not e that these docunments are revised and updated at different

times; in case of differences between these docunents, the nost
recent nust prevail
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These and ot her Internet protocol docunments may be obtained from
t he:

The InterNIC
DS. | NTERNI C. NET
InterNIC Directory and Dat abase Service

+1 (800) 444-4345 or +1 (619) 445-4600

i nffo@ nt erni c. net

1.3 General Considerations

There are several inportant |essons that vendors of Internet software
have | earned and whi ch a new vendor shoul d consider seriously.

1.3.1 Continuing Internet Evolution

The enormous growth of the Internet has reveal ed probl ens of
managenent and scaling in a | arge datagram based packet

comuni cation system These problens are being addressed, and as
aresult there will be continuing evolution of the specifications
described in this nmenb. New routing protocols, algorithnms, and
architectures are constantly being devel oped. New and additi onal
internet-layer protocols are also constantly being devised.
Because routers play such a crucial role in the Internet, and
because the nunber of routers deployed in the Internet is rnuch
snmal l er than the nunber of hosts, vendors shoul d expect that
router standards will continue to evolve nmuch nore quickly than
host standards. These changes will be carefully planned and
controlled since there is extensive participation in this planning
by the vendors and by the organi zations responsi bl e for operation
of the networKks.

Devel opnent, evolution, and revision are characteristic of
computer network protocols today, and this situation will persist
for some years. A vendor who devel ops conputer communi cations
software for the Internet protocol suite (or any other protoco
suitel) and then fails to maintain and update that software for
changi ng specifications is going to |l eave a trail of unhappy
custoners. The Internet is a |large comunication network, and the
users are in constant contact through it. Experience has shown
that know edge of deficiencies in vendor software propagates

qui ckly through the Internet technical comunity.
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1.3.2 Robustness Principle
At every layer of the protocols, there is a general rule (from
[ TRANS: 2] by Jon Postel) whose application can | ead to enornous
benefits in robustness and interoperability:

Be conservative in what you do,
be liberal in what you accept from others.

Sof tware should be witten to deal with every conceivable error

no matter how unlikely; sooner or |ater a packet will conme in with
that particular conbination of errors and attributes, and unless
the software is prepared, chaos can ensue. In general, it is best
to assune that the network is filled with mal evolent entities that
wi Il send packets designed to have the worst possible effect.

This assunption will lead to suitably protective design. The nost

serious problems in the Internet have been caused by unforeseen
nmechani sns triggered by |ow probability events; mere hunman nalice
woul d never have taken so devi ous a course!

Adaptability to change nust be designed into all levels of router
software. As a sinple exanple, consider a protocol specification
that contains an enuneration of values for a particul ar header
field - e.g., a type field, a port nunber, or an error code; this
enuneration nust be assunmed to be inconplete. |If the protocol
specification defines four possible error codes, the software nust
not break when a fifth code shows up. An undefined code night be
| ogged, but it must not cause a failure.

The second part of the principle is alnpst as inportant: software
on hosts or other routers may contain deficiencies that make it
unwi se to exploit legal but obscure protocol features. It is
unwi se to stray far fromthe obvious and sinple, |est untoward
effects result elsewhere. A corollary of this is watch out for

nm sbehavi ng hosts; router software should be prepared to survive
in the presence of nisbehaving hosts. An inportant function of
routers in the Internet is to lint the amount of disruption such
hosts can inflict on the shared comunication facility.

1.3.3 Error Logging

The Internet includes a great variety of systens, each

i mpl ementing many protocols and protocol |ayers, and sone of these
contain bugs and misfeatures in their Internet protocol software.
As a result of conplexity, diversity, and distribution of

function, the diagnosis of problens is often very difficult.
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Probl em di agnosis will be aided if routers include a carefully
designed facility for |ogging erroneous or strange events. It is
i mportant to include as much diagnostic information as possible
when an error is logged. |In particular, it is often useful to
record the header(s) of a packet that caused an error. However,
care nust be taken to ensure that error |ogging does not consune
prohi bitive amounts of resources or otherwise interfere with the
operation of the router

There is a tendency for abnorrmal but harm ess protocol events to
overflow error logging files; this can be avoided by using a
circular log, or by enabling | ogging only while diagnosing a known

failure. It may be useful to filter and count duplicate
successi ve nessages. One strategy that seens to work well is to
bot h:

o Always count abnormalities and nake such counts accessible
t hrough the managenent protocol (see Chapter 8); and

o Alowthe |logging of a great variety of events to be
sel ectively enabled. For exanple, it might useful to be able
to log everything or to |l og everything for host X

This topic is further discussed in [ MGT: 5].
1.3.4 Configuration

In an ideal world, routers would be easy to configure, and perhaps
even entirely self-configuring. However, practical experience in
the real world suggests that this is an inpossible goal, and that
in fact nmany attenpts by vendors to nake configuration easy
actual ly cause custoners nore grief than they prevent. As an
extrenme exanple, a router designed to cone up and start routing
packets wi thout requiring any configuration information at al
woul d al nost certainly choose sone incorrect paraneter, possibly
causi ng serious problens on any networks unfortunate enough to be
connected to it.

Oten this nmeno requires that a paraneter be a configurable
option. There are several reasons for this. 1I1n a few cases there
currently is some uncertainty or disagreenent about the best val ue
and it may be necessary to update the reconmended value in the
future. In other cases, the value really depends on externa
factors - e.g., the distribution of its conmmunication |oad, or the
speeds and topol ogy of nearby networks - and sel f-tuning

al gorithns are unavail able and nay be insufficient. 1In sone
cases, configurability is needed because of adm nistrative

requi rements
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Finally, some configuration options are required to conmmuni cate

wi th obsolete or incorrect inplenentations of the protocols,

di stributed without sources, that persist in many parts of the
Internet. To make correct systens coexist with these faulty
systens, adm nistrators nust occasionally misconfigure the correct
systens. This problemw || correct itself gradually as the faulty
systens are retired, but cannot be ignored by vendors.

When we say that a paranmeter nust be configurable, we do not
intend to require that its value be explicitly read froma
configuration file at every boot tine. For many parameters, there
is one value that is appropriate for all but the nost unusua
situations. In such cases, it is quite reasonable that the
paranmeter default to that value if not explicitly set.

This meno requires a particular value for such defaults in sone
cases. The choice of default is a sensitive issue when the
configuration itemcontrols accommpdati on of existing, faulty,
systens. If the Internet is to converge successfully to conplete
interoperability, the default values built into inplenentations
nmust inplenment the official protocol, not m sconfigurations to
accomodate faulty inplenentations. Al though marketing

consi derations have | ed some vendors to choose m sconfiguration
defaults, we urge vendors to choose defaults that will conformto
t he standard.

Finally, we note that a vendor needs to provi de adequate
docunentation on all configuration paraneters, their lints and
ef fects.

1.4 A gorithns

In several places in this nenp, specific algorithns that a router
ought to follow are specified. These algorithns are not, per se,
required of the router. A router need not inplenent each al gorithm
as it is witten in this docunent. Rather, an inplenentation nust
present a behavior to the external world that is the sane as a
strict, literal, inplenentation of the specified algorithm

Al gorithnms are described in a manner that differs fromthe way a good
i npl emrentor woul d i npl enent them For expository purposes, a style

t hat enphasi zes conci seness, clarity, and i ndependence from

i npl enentation details has been chosen. A good inplenmentor will
choose al gorithnms and i npl enentati on net hods whi ch produce the sane
results as these algorithns, but may be nore efficient or |ess
gener al
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W note that the art of efficient router inplenmentation is outside of
the scope of this neno.
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2. | NTERNET ARCH TECTURE

This chapter does not contain any requirenents. However, it does
contai n useful background information on the general architecture of the
Internet and of routers.

General background and di scussion on the Internet architecture and
supporting protocol suite can be found in the DDN Protocol Handbook

[ ARCH: 1]; for background see for exanple [ARCH 2], [ARCH: 3], and
[ARCH: 4]. The Internet architecture and protocols are also covered in
an ever-growi ng number of textbooks, such as [ARCH 5] and [ ARCH: 6] .

2.1 Introduction

The Internet system consists of a nunber of interconnected packet
net wor ks supporting comuni cati on anmong host conputers using the
Internet protocols. These protocols include the Internet Protocol
(IP), the Internet Control Message Protocol (I1CMP), the Internet
Group Managenent Protocol (IGW), and a variety transport and
application protocols that depend upon them As was described in
Section [1.2], the Internet Engineering Steering G oup periodically
rel eases an Oficial Protocols nmeno listing all of the Internet

pr ot ocol s.

Al'l Internet protocols use IP as the basic data transport mechani sm
IP is a datagram or connectionless, internetwork service and
i ncl udes provision for addressing, type-of-service specification,

fragmentation and reassenbly, and security. ICWP and | GW are
considered integral parts of IP, although they are architecturally
| ayered upon IP. [|CWP provides error reporting, flow control
first-hop router redirection, and other maintenance and contr ol
functions. |GW provides the nechanisns by which hosts and routers

can join and | eave I P nulticast groups.

Reliabl e data delivery is provided in the Internet protocol suite by
Transport Layer protocols such as the Transm ssion Control Protocol
(TCP), which provides end-end retransm ssion, resequencing and
connection control. Transport Layer connectionless service is

provi ded by the User Datagram Protocol (UDP).

Al myui st & Kast enhol z [ Page 13]



RFC 1716 Towards Requirenents for | P Routers Novenber 1994

2.2 Elenents of the Architecture

2.2.1 Protocol Layering

To conmuni cate using the Internet system a host nust inplenent
the layered set of protocols conprising the Internet protocol
suite. A host typically must inplenent at | east one protocol from
each | ayer.

The protocol layers used in the Internet architecture are as
follows [ARCH: 7]:

o Application Layer
The Application Layer is the top |ayer of the Internet protocol
suite. The Internet suite does not further subdivide the
Application Layer, although sone application |ayer protocols do
contain sone internal sub-layering. The application |ayer of
the Internet suite essentially comnbines the functions of the
top two layers - Presentation and Application - of the OS|
Ref erence Mbdel [ARCH: 8]. The Application Layer in the
Internet protocol suite also includes sonme of the function
rel egated to the Session Layer in the OSI Reference Mdel.

We distinguish two categories of application |ayer protocols:
user protocols that provide service directly to users, and
support protocols that provide conmon system functions. The
nost comon | nternet user protocols are:

- Telnet (renote |ogin)

- FTP (file transfer)

- SMIP (electronic mail delivery)

There are a nunber of other standardi zed user protocols and
many private user protocols.

Support protocols, used for host nane mappi ng, booting, and
managenent, include SNWP, BOOTP, TFTP, the Domain Name System
(DNS) protocol, and a variety of routing protocols.

Application Layer protocols relevant to routers are discussed
in chapters 7, 8, and 9 of this neno.

o Transport Layer
The Transport Layer provides end-to-end conmuni cati on services.
This layer is roughly equivalent to the Transport Layer in the
Sl Reference Mdel, except that it also incorporates sone of
CSl ' s Session Layer establishnment and destruction functions.
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There are two primary Transport Layer protocols at present:
- Transm ssion Control Protocol (TCP)
- User Datagram Protocol (UDP)

TCP is a reliable connection-oriented transport service that
provi des end-to-end reliability, resequencing, and flow
control. UDP is a connectionless (datagramnm transport service.
O her transport protocols have been devel oped by the research
conmunity, and the set of official Internet transport protocols
may be expanded in the future.

Transport Layer protocols relevant to routers are discussed in

Chapt er 6.

o Internet Layer
Al'l Internet transport protocols use the Internet Protocol (IP)
to carry data from source host to destination host. IPis a

connectionl ess or datagraminternetwork service, providing no
end-to-end delivery guarantees. |P datagrans nmay arrive at the
destinati on host damaged, duplicated, out of order, or not at
all. The layers above IP are responsible for reliable delivery
service when it is required. The IP protocol includes

provi sion for addressing, type-of-service specification,
fragmentation and reassenbly, and security.

The datagram or connectionless nature of IP is a fundanenta
and characteristic feature of the Internet architecture.

The I nternet Control Message Protocol (ICWMP) is a contro
protocol that is considered to be an integral part of IP,
although it is architecturally |ayered upon IP, i.e., it uses
IP to carry its data end-to-end. |CVP provides error
reporting, congestion reporting, and first-hop router
redirection.

The I nternet G oup Managenent Protocol (1GW) is an Internet
| ayer protocol used for establishing dynam c host groups for IP
mul ticasting.

The Internet |ayer protocols IP, I1CMP, and | GW are discussed
in chapter 4.

o Link Layer
To conmunicate on its directly-connected network, a host rnust
i mpl enent the comunication protocol used to interface to that
network. W call this a Link Layer |ayer protocol
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Sone ol der Internet docunments refer to this |layer as the
Networ k Layer, but it is not the sane as the Network Layer in
the OSI Reference Mdel

This | ayer contains everything below the Internet Layer.

Protocols in this Layer are generally outside the scope of

I nternet standardi zation; the Internet (intentionally) uses
exi sting standards whenever possible. Thus, Internet Link

Layer standards usually address only address resolution and
rules for transmtting |IP packets over specific Link Layer

protocols. Internet Link Layer standards are discussed in

chapter 3.

2.2.2 Networks

The constituent networks of the Internet systemare required to
provi de only packet (connectionless) transport. According to the
| P service specification, datagrans can be delivered out of order,
be lost or duplicated, and/or contain errors.

For reasonabl e performance of the protocols that use IP (e.g.
TCP), the loss rate of the network should be very low. In
net wor ks providi ng connection-oriented service, the extra
reliability provided by virtual circuits enhances the end-end
robustness of the system but is not necessary for Internet
operati on.

Constituent networks may generally be divided into two cl asses:

0 Local - Area Networks (LANs)
LANs may have a variety of designs. |In general, a LAN will
cover a small geographical area (e.g., a single building or
pl ant site) and provide high bandwi dth with | ow del ays. LANs
may be passive (simlar to Ethernet) or they may be active
(such as ATM.

0 Wde-Area Networks (WANs)
Geogr aphi cal | y-di spersed hosts and LANs are interconnected by
wi de-area networks, also called | ong-haul networks. These
networks may have a conplex internal structure of |ines and
packet-swi tches, or they nay be as sinple as point-to-point
l'ines.
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2.2.3 Routers

In the Internet nodel, constituent networks are connected together
by | P datagram forwarders which are called routers or IP routers.
In this docunent, every use of the termrouter is equivalent to IP
router. Many ol der Internet docunents refer to routers as

gat eways

Hi storically, routers have been realized w th packet-sw tching
sof tware executing on a general - purpose CPU. However, as custom
har dwar e devel opnent becones cheaper and as hi gher throughput is
requi red, but special-purpose hardware is becom ng increasingly
common. This specification applies to routers regardl ess of how
they are inpl enmented.

A router is connected to two or nore networks, appearing to each
of these networks as a connected host. Thus, it has (at |east)
one physical interface and (at |east) one |IP address on each of
the connected networks (this ignores the concept of un-nunbered
links, which is discussed in section [2.2.7]). Forwarding an IP
datagram general ly requires the router to choose the address of
the next-hop router or (for the final hop) the destination host.
This choice, called routing, depends upon a routing database
within the router. The routing database is al so sonetinmes known
as a routing table or forwarding table.

The routing dat abase shoul d be naintained dynanmically to refl ect
the current topology of the Internet system A router normally
acconplishes this by participating in distributed routing and
reachability algorithns with other routers.

Rout ers provi de datagramtransport only, and they seek to nininize
the state informati on necessary to sustain this service in the
interest of routing flexibility and robustness.

Packet switching devices may al so operate at the Link Layer; such
devices are usually called bridges. Network segnments which are
connected by bridges share the sane I P network nunber, i.e., they
logically forma single I P network. These other devices are
out si de of the scope of this docunent.

Anot her variation on the sinple nodel of networks connected with
routers sonetinmes occurs: a set of routers may be interconnected
with only serial lines, to forma network in which the packet
switching is performed at the Internetwork (1P) Layer rather than
t he Link Layer.

Al myui st & Kast enhol z [ Page 17]



RFC 1716 Towards Requirenents for | P Routers Novenber 1994

2.2.4 Autononobus Systens

2.

2.

5

For technical, nanagerial, and sonetinmes political reasons, the
routers of the Internet systemare grouped into collections called
aut ononous systens. The routers included in a single autononous
system (AS) are expected to:

o Be under the control of a single operations and nai nt enance
(O&V) organi zati on;

o Empl oy conmon routing protocols anong thensel ves, to
dynami cally maintain their routing databases.

A nunber of different dynanic routing protocols have been

devel oped (see Section [7.2]); the routing protocol within a
single AS is generically called an interior gateway protocol or
| GP.

An | P datagram may have to traverse the routers of two or nore ASs
to reach its destination, and the ASs nmust provide each other with
topol ogy information to allow such forwarding. An exterior

gat eway protocol (generally BGP or EGP) is used for this purpose.

Addr esses and Subnets

An | P datagramcarries 32-bit source and destination addresses,
each of which is partitioned into two parts - a constituent
networ k nunber and a host nunber on that network. Synbolically:

| P-address ::= { <Network-nunber>, <Host-nunber> }

To finally deliver the datagram the last router in its path nust
map t he Host-nunber (or rest) part of an IP address into the
physi cal address of a host connection to the constituent network.

This sinple notion has been extended by the concept of subnets,
which were introduced in order to allow arbitrary conplexity of

i nterconnected LAN structures within an organi zation, while
insulating the Internet system agai nst expl osive growmh in network
nunbers and routing conplexity. Subnets essentially provide a
nmulti-level hierarchical routing structure for the Internet

system The subnet extension, described in [INTERNET: 2], is now a
required part of the Internet architecture. The basic ideais to
partition the <Host-nunber> field into two parts: a subnet nunber,
and a true host nunber on that subnet:

| P- addr ess
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{ <Networ k- nunber >, <Subnet-nunber >, <Host-nunber> }

The interconnected physical networks within an organi zation will
be given the sanme network nunber but different subnet nunbers.

The distinction between the subnets of such a subnetted network is
normal Iy not visible outside of that network. Thus, routing in

the rest of the Internet will be based only upon the <Network-
nunber> part of the I P destination address; routers outside the
network will conbi ne <Subnet - nunber> and <Host - nunber> together to

forman uninterpreted rest part of the 32-bit IP address. Wthin
the subnetted network, the routers nust route on the basis of an
ext ended networ k nunber:

{ <Networ k- nunber >, <Subnet - nunber> }

Under certain circunstances, it nmay be desirable to support
subnets of a particular network being interconnected only via a
path which is not part of the subnetted network. Even though many
IGPs and no EGP’s currently support this configuration
effectively, routers need to be able to support this configuration
of subnetting (see Section [4.2.3.4]). 1In general, routers should
not nake assunptions about what are subnets and what are not, but
sinmply ignore the concept of Cass in networks, and treat each
route as a { network, mask }-tuple.

DI SCUSSI ON:
It is becomng clear that as the Internet grows |arger and
larger, the traditional uses of Class A B, and C networks wil|l
be nodified in order to achieve better use of IPs 32-bit
address space. Cassless Interdomain Routing (ClDR)
[ | NTERNET: 15] is a nethod currently being deployed in the
I nt ernet backbones to achieve this added efficiency. CI DR
depends on the ability of assigning and routing to networks
that are not based on Class A B, or C networks. Thus, routers
shoul d always treat a route as a network with a nask

Furthernore, for simlar reasons, a subnetted network need not
have a consi stent subnet mask through all parts of the network.
For exanpl e, one subnet nmay use an 8 bit subnet mask, another 10
bit, and another 6 bit. Routers need to be able to support this
type of configuration (see Section [4.2.3.4]).

The bit positions containing this extended network nunber are

i ndicated by a 32-bit mask called the subnet mask; it is
reconmended but not required that the <Subnet-nunber> bits be
contiguous and fall between the <Network-nunber> and the <Host -
nunber> fields. No subnet should be assigned the value zero or -1
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2.

2.

2.

2.

6

7

(all one bits).

Al t hough the inventors of the subnet nechani sm probably expected
that each piece of an organization’s network would have only a
singl e subnet nunber, in practice it has often proven necessary or
useful to have several subnets share a single physical cable.

There are special considerations for the router when a connected
network provides a broadcast or nulticast capability; these wll
be di scussed | ater.

| P Multicasting

IP nulticasting is an extension of Link Layer nmulticast to IP
internets. Using IP nulticasts, a single datagram can be
addressed to multiple hosts. This collection of hosts is called a
nmul ti cast group. Each nulticast group is represented as a Class D
| P address. An | P datagram sent to the group is to be delivered
to each group nmenber with the sane best-effort delivery as that
provi ded for unicast IP traffic. The sender of the datagram does
not itself need to be a menber of the destination group

The semantics of | P nulticast group nmenbership are defined in

[ NTERNET: 4] . That document describes how hosts and routers join
and | eave nulticast groups. It also defines a protocol, the
Internet Group Managenent Protocol (IGwW), that nmonitors IP
nmul ti cast group nmenbership.

Forwarding of I P nulticast datagrans is acconplished either
through static routing infornmation or via a nmulticast routing
protocol. Devices that forward IP nulticast datagrans are called
nmul ticast routers. They may or may not also forward | P unicasts.
In general, nulticast datagrans are forwarded on the basis of both
their source and destination addresses. Forwarding of IP
mul ti cast packets is described in nore detail in Section [5.2.1].
Appendi x D di scusses nmulticast routing protocols.

Unnunber ed Li nes and Networ ks and Subnets

Traditionally, each network interface on an I P host or router has
its owmn I P address. Over the years, people have observed that
this can cause inefficient use of the scarce |IP address space,
since it forces allocation of an I P network nunber, or at |east a
subnet nunber, to every point-to-point |ink.

To solve this problem a nunber of people have proposed and
i mpl emented the concept of unnunbered serial lines. An unnunbered
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serial |ine does not have any |P network or subnet numnber
associated with it. As a consequence, the network interfaces
connected to an unnunbered serial line do not have | P addresses.

Because the I P architecture has traditionally assunmed that all
interfaces had | P addresses, these unnunbered interfaces cause
sonme interesting dilemas. For exanple, some |IP options (e.qg.
Record Route) specify that a router nust insert the interface
address into the option, but an unnunbered interface has no IP
address. Even nore fundanental (as we shall see in chapter 5) is
that routes contain the I P address of the next hop router. A

router expects that that |IP address will be on an IP (sub)net that
the router is connected to. That assunption is of course violated
if the only connection is an unnunbered serial I|ine.

To get around these difficulties, two schenmes have been invent ed.
The first schene says that two routers connected by an unnumnbered

serial line aren't really two routers at all, but rather two
hal f-routers which together make up a single (virtual) router
The unnunbered serial line is essentially considered to be an

internal bus in the virtual router. The two halves of the virtual
router nust coordinate their activities in such a way that they
act exactly like a single router.

This schenme fits in well with the IP architecture, but suffers
fromtwo inportant drawbacks. The first is that, although it

handl es the common case of a single unnunbered serial line, it is
not readily extensible to handle the case of a nmesh of routers and
unnunbered serial lines. The second drawback is that the

i nteractions between the half routers are necessarily conpl ex and
are not standardi zed, effectively precluding the connection of
equi prment from different vendors using unnunbered serial |ines.

Because of these drawbacks, this nmenp has adopted an alternative
schene, which has been invented nmultiple tinmes but which is
probably originally attributable to Phil Karn. |In this schene, a
router which has unnunbered serial lines also has a special IP
address, called a router-id in this meno. The router-id is one of
the router’s IP addresses (a router is required to have at |east
one I P address). This router-id is used as if it is the IP
address of all unnunbered interfaces.
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2.2.8 Notable (ddities

2.2.8.1 Enbedded Routers

A router nmay be a stand-al one conputer system dedicated to its
| P router functions. Alternatively, it is possible to enbed
router functions within a host operating system which supports
connections to two or nore networks. The best-known exanpl e of
an operating systemw th enbedded router code is the Berkel ey
BSD system The enbedded router feature seenms to make
internetting easy, but it has a nunber of hidden pitfalls:

(1) |If a host has only a single constituent-network interface,
it should not act as a router.

For exanple, hosts with enbedded router code that
gratuitously forward broadcast packets or datagrams on the
same net often cause packet aval anches.

(2) If a (nultihomed) host acts as a router, it nust inplenent
ALL the relevant router requirenments contained in this
docunent .

For exanple, the routing protocol issues and the router
control and nonitoring problens are as hard and i nportant
for enbedded routers as for stand-al one routers.

Since Internet router requirenents and specifications may
change i ndependently of operating system changes, an

admi ni stration that operates an enbedded router in the
Internet is strongly advised to have the ability to

mai ntain and update the router code (e.g., this mght
requi re router code source).

(3) Once a host runs enbedded router code, it becones part of
the Internet system Thus, errors in software or
configuration can hinder comunicati on between ot her
hosts. As a consequence, the host adm nistrator mnust |ose
sone aut onony.

In many circunstances, a host adm nistrator will need to
di sabl e router code enbedded in the operating system and
any enbedded router code nust be organi zed so that it can
be easily disabl ed.

(4) |If a host running enbedded router code is concurrently
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used for other services, the O%M (Operation and
Mai nt enance) requirenments for the two nodes of use may be
in serious conflict.

For exanple, router &M wi |l in many cases be perforned
renotely by an operations center; this may require
privileged system access whi ch the host adm nistrator
woul d not nornally want to distribute.

2.2.8.2 Transparent Routers

There are two basic nodels for interconnecting |ocal-area

net wor ks and w de-area (or |ong-haul) networks in the Internet.
In the first, the | ocal-area network is assigned a network
nunber and all routers in the Internet nust know how to route
to that network. 1In the second, the |ocal-area network shares
(a small part of) the address space of the wi de-area network.
Rout ers that support this second nodel are called address
sharing routers or transparent routers. The focus of this neno
is on routers that support the first nodel, but this is not

i ntended to exclude the use of transparent routers.

The basic idea of a transparent router is that the hosts on the
| ocal -area network behind such a router share the address space
of the wide-area network in front of the router. 1In certain
situations this is a very useful approach and the limtations
do not present significant drawbacks.

The words in front and behind indicate one of the limtations
of this approach: this nmodel of interconnection is suitable
only for a geographically (and topologically) limted stub
environment. It requires that there be sone formof |ogica
addressing in the network | evel addressing of the w de-area
network. All of the IP addresses in the |local environment nap
to a few (usually one) physical address in the w de-area
network. This mapping occurs in a way consistent with the { IP
address <-> network address } mappi hg used throughout the

wi de- area networKk.

Mul ti homing is possible on one wi de-area network, but may
present routing problens if the interfaces are geographically
or topologically separated. Miltihonming on two (or nore)

wi de-area networks is a problem due to the confusion of

addr esses.

The behavior that hosts see fromother hosts in what is
apparently the sanme network may differ if the transparent
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router cannot fully enulate the normal wi de-area network
service. For exanple, the ARPANET used a Link Layer protocol
that provided a Destination Dead indication in response to an
attenpt to send to a host which was powered off. However, if
there were a transparent router between the ARPANET and an

Et hernet, a host on the ARPANET woul d not receive a Destination
Dead indication if it sent a datagramto a host that was
powered off and was connected to the ARPANET via the
transparent router instead of directly.

2.3 Router Characteristics
An Internet router performs the follow ng functions:

(1) Conforns to specific Internet protocols specified in this
docurent, including the Internet Protocol (IP), Internet Control
Message Protocol (1CMP), and others as necessary.

(2) Interfaces to two or nore packet networks. For each connected
network the router nust inplenent the functions required by that
network. These functions typically include:

o Encapsul ating and decapsul ating the | P datagranms with the
connected network framng (e.g., an Ethernet header and
checksuny,

o Sending and receiving |IP datagrans up to the nmaxi mum si ze
supported by that network, this size is the network’s Mximum
Transni ssion Unit or MIU,

o Translating the I P destination address into an appropriate
networ k- | evel address for the connected network (e.g., an
Et hernet hardware address), if needed, and

0 Responding to the network flow control and error indication,
if any.

See chapter 3 (Link Layer).

(3) Receives and forwards Internet datagranms. Inportant issues in
this process are buffer nmanagenent, congestion control, and
f ai rness.

0 Recogni zes various error conditions and generates | CVP error
and i nformati on nessages as required.

o Drops datagrans whose tine-to-live fields have reached zero.
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o Fragnents datagrans when necessary to fit into the MIU of the
next network.

See chapter 4 (Internet Layer - Protocols) and chapter 5
(I'nternet Layer - Forwarding) for nore information.

(4) Chooses a next-hop destination for each I P datagram based on
the information in its routing database. See chapter 5
(I'nternet Layer - Forwarding) for nore information.

(5) (Usually) supports an interior gateway protocol (IGP) to carry
out distributed routing and reachability algorithnms with the
other routers in the sane autononous system In addition, sone
routers will need to support an exterior gateway protocol (EGP)
to exchange topol ogical information with other autononobus
systens. See chapter 7 (Application Layer - Routing Protocols)
for nore information.

(6) Provides network managenent and system support facilities,
i ncl udi ng | oadi ng, debuggi ng, status reporting, exception
reporting and control. See chapter 8 (Application Layer -
Net wor k Managenent Protocols) and chapter 10 (Operation and
Mai nt enance) for nore information.

A router vendor will have nany choi ces on power, conplexity, and
features for a particular router product. It rmay be hel pful to
observe that the Internet systemis neither honogeneous nor fully-
connected. For reasons of technol ogy and geography it is grow ng
into a global interconnect systemplus a fringe of LANs around the
edge. More and nore these fringe LANs are becoming richly

i nt erconnected, thus nmaking them|ess out on the fringe and nore
demandi ng on router requirenents.

0 The gl obal interconnect systemis conprised of a nunber of wi de-
area networks to which are attached routers of several Autononobus
Systens (AS); there are relatively few hosts connected directly to
the system

o Most hosts are connected to LANs. Many organi zati ons have
clusters of LANs interconnected by |local routers. Each such
cluster is connected by routers at one or nore points into the
gl obal interconnect system |If it is connected at only one point,
a LAN is known as a stub network.

Routers in the gl obal interconnect systemgenerally require:

0 Advanced Routing and Forwarding Al gorithns
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These routers need routing algorithnms which are highly dynam ¢ and
al so offer type-of-service routing. Congestion is still not a
compl etely resolved issue (see Section [5.3.6]). Inprovenents in
these areas are expected, as the research community is actively
wor ki ng on these issues.

o High Availability

These routers need to be highly reliable, providing 24 hours a
day, 7 days a week service. Equipnment and software faults can
have a w de-spread (sonetinmes global) effect. 1In case of failure
they nmust recover quickly. |In any environment, a router mnust be
hi ghly robust and able to operate, possibly in a degraded state,
under conditions of extrene congestion or failure of network
resour ces.

o Advanced O&M Feat ur es

Internet routers normally operate in an unattended node. They

will typically be operated renotely froma centralized nonitoring
center. They need to provide sophisticated neans for nonitoring
and nmeasuring traffic and other events and for diagnosing faults.

o High Performance

Long-haul lines in the Internet today are nost frequently 56 Kbps,
DS1 (1.4Mops), and DS3 (45Mops) speeds. LANs are typically

Et hernet (10Mops) and, to a | esser degree, FDD (100Mops).

However, network nmedi a technology is constantly advanci ng and even
hi gher speeds are likely in the future. Full-duplex operation is

provided at all of these speeds.

The requirenents for routers used in the LAN fringe (e.g., canpus

net wor ks) depend greatly on the demands of the |ocal networks. These
may be high or medi um performance devices, probably conpetitively
procured from several different vendors and operated by an interna
organi zation (e.g., a canmpus conputing center). The design of these
routers shoul d enphasi ze | ow average | atency and good bur st
perfornmance, together with delay and type-of-service sensitive
resource managenment. In this environment there may be | ess formal O8M

but it will not be less inportant. The need for the routing
mechani smto be highly dynamic will becone nore inportant as networks
becone nore conplex and interconnected. Users will demand nore out

of their local connections because of the speed of the gl oba
i nt er connects.

As networ ks have grown, and as nore networks have becone ol d enough
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that they are phasing out ol der equipnent, it has becone increasingly
i nperative that routers interoperate with routers from ot her vendors.

Even though the Internet systemis not fully interconnected, nmany
parts of the system need to have redundant connectivity. Rich
connectivity allows reliable service despite failures of

conmuni cation lines and routers, and it can also inprove service by
shortening Internet paths and by providing additional capacity.
Unfortunately, this richer topology can make it ruch nore difficult
to choose the best path to a particular destination

2.4 Architectural Assunptions

The current Internet architecture is based on a set of assunptions
about the conmunication system The assunptions nost relevant to
routers are as foll ows:

o The Internet is a network of networks.

Each host is directly connected to sonme particular network(s); its
connection to the Internet is only conceptual. Two hosts on the
same network comruni cate with each other using the sanme set of
protocols that they would use to comuni cate with hosts on distant
net wor ks.

0 Routers don’t keep connection state infornmation

To inprove the robustness of the comunication system routers are
designed to be stateless, forwarding each I P packet independently
of other packets. As a result, redundant paths can be exploited
to provide robust service in spite of failures of intervening
routers and networks.

Al'l state information required for end-to-end flow control and
reliability is inplenented in the hosts, in the transport |ayer or
in application progranms. All connection control information is
thus co-located with the end points of the conmunication, so it

will be lost only if an end point fails. Routers effect flow
control only indirectly, by dropping packets or increasing network
del ay.

Note that future protocol devel opments may well end up putting
sonme nore state into routers. This is especially likely for
resource reservation and fl ows.
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0 Routing conplexity should be in the routers.

Routing is a conplex and difficult problem and ought to be
performed by the routers, not the hosts. An inportant objective
is to insulate host software from changes caused by the inevitable
evol ution of the Internet routing architecture.

0 The systemnust tolerate wi de network variation

A basic objective of the Internet design is to tolerate a wde
range of network characteristics - e.g., bandw dth, delay, packet
| oss, packet reordering, and maxi mum packet size. Another

obj ective is robustness against failure of individual networks,
routers, and hosts, using whatever bandwidth is still avail able.
Finally, the goal is full open systeminterconnection: an |nternet
router must be able to interoperate robustly and effectively with
any other router or Internet host, across diverse |Internet paths.

Sometinmes inpl ementors have designed for |ess anbitious goals.
For exanple, the LAN environnment is typically nuch nore benign
than the Internet as a whole; LANs have | ow packet |oss and del ay
and do not reorder packets. Sone vendors have fiel ded

i mpl ement ati ons that are adequate for a sinple LAN environnent,
but work badly for general interoperation. The vendor justifies
such a product as being economical within the restricted LAN

mar ket. However, isolated LANs sel dom stay isolated for |ong;
they are soon connected to each other, to organization-w de
internets, and eventually to the global Internet system |In the
end, neither the custoner nor the vendor is served by inconplete
or substandard routers.

The requirenments spelled out in this docunent are designed for a

full-function router. It is intended that fully conpliant routers
will be usable in alnobst any part of the Internet.
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3.  LINK LAYER

Al though [INTRG 1] covers Link Layer standards (I P over foo, ARP
etc.), this docunent anticipates that Link-Layer material will be
covered in a separate Link Layer Requirenents docunment. A Link-Layer
requi rements docunent woul d be applicable to both hosts and routers.
Thus, this docunment will not obsolete the parts of [INTRO 1] that dea
with |ink-Ilayer issues.

3.1 | NTRODUCTI ON

Rout ers have essentially the same Link Layer protocol requirenents as
other sorts of Internet systens. These requirenents are given in
chapter 3 of Requirements for Internet Gateways [INTRO 1]. A router
MUST comply with its requirenents and SHOULD conply with its
recommendati ons. Since sone of the material in that docunent has
beconme somewhat dated, sone additional requirenents and expl anations
are included bel ow.

DI SCUSSI ON:
It is expected that the Internet community will produce a
Requirenments for Internet Link Layer standard which will supersede

both this chapter and chapter 3 of [INTRG 1].

3.2 LINK/I NTERNET LAYER | NTERFACE
Al t hough this docunent does not attenpt to specify the interface
between the Link Layer and the upper layers, it is worth noting here
that other parts of this docunment, particularly chapter 5, require
various sorts of information to be passed across this |ayer boundary.
This section uses the follow ng definitions:
0 Source physical address

The source physical address is the Link Layer address of the host
or router fromwhich the packet was received.

0 Destination physical address

The destination physical address is the Link Layer address to
whi ch the packet was sent.

The information that nust pass fromthe Link Layer to the
I nternetwork Layer for each received packet is:
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(1) The I P packet [5.2.2],

(2) The length of the data portion (i.e., not including the Link-
Layer fram ng) of the Link Layer frame [5.2.2],

(3) The identity of the physical interface fromwhich the |IP packet
was received [5.2.3], and

(4) The classification of the packet’s destination physical address
as a Link Layer unicast, broadcast, or nulticast [4.3.2],
[5.3.4].

In addition, the Link Layer also should provide:

(5) The source physical address.

The information that nust pass fromthe Internetwork Layer to the
Li nk Layer for each transmtted packet is:

(1) The IP packet [5.2.1]

(2) The length of the IP packet [5.2.1]

(3) The destination physical interface [5.2.1]

(4) The next hop I P address [5.2.1]

In addition, the Internetwork Layer also should provide:

(5) The Link Layer priority value [5.3.3.2]

The Link Layer nust also notify the Internetwork Layer if the packet
to be transmtted causes a Link Layer precedence-rel ated error

[5.3.3.3].

3.3 SPECI FI C | SSUES

3.3.1 Trailer Encapsul ation

Rout ers whi ch can connect to 10Mo Ethernets MAY be able to receive
and forward Ethernet packets encapsul ated using the trailer
encapsul ati on described in [LINK 1]. However, a router SHOULD NOT
originate trailer encapsul ated packets. A router MJST NOT
originate trailer encapsul ated packets without first verifying,
usi ng the nmechani smdescribed in section 2.3.1 of [INTRG 2], that
the i medi ate destination of the packet is willing and able to
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accept trailer-encapsul ated packets. A router SHOULD NOT agree
(using these sanme nmechanisns) to accept trail er-encapsul at ed
packets.

3.3.2 Address Resolution Protocol - ARP

Rout ers whi ch inplenent ARP MJUST be conpliant and SHOULD be
unconditionally conpliant with the requirenents in section 2.3.2
of [INTRG 2].

The link layer MJUST NOT report a Destination Unreachable error to
| P solely because there is no ARP cache entry for a destination.

A router MIST not believe any ARP reply which clains that the Link
Layer address of another host or router is a broadcast or
mul ti cast address.

3.3.3 Ethernet and 802. 3 Coexi stence

Rout ers which can connect to 10Mo Ethernets MJST be conpliant and
SHOULD be unconditionally conpliant with the requirenents of
Section [2.3.3] of [INTRO 2].

3.3.4 Maxi mum Transmission Unit - MIU
The MIU of each |ogical interface MJUST be confi gurable.

Many Link Layer protocols define a maxi mumfranme size that may be
sent. In such cases, a router MJUST NOT allow an MIU to be set

whi ch woul d al | ow sendi ng of franes |arger than those allowed by

the Link Layer protocol. However, a router SHOULD be willing to

receive a packet as large as the maxi mum frane size even if that

is larger than the MIU.

DI SCUSSI ON:
Note that this is a stricter requirenent than i nposed on hosts
by [INTRG 2], which requires that the MIU of each physi cal
i nterface be configurable.

If a network is using an MU snmal l er than the maxi num frame
size for the Link Layer, a router may receive packets | arger
than the MIU from hosts which are in the process of
initializing thenselves, or which have been m sconfi gured.

In general, the Robustness Principle indicates that these
packets shoul d be successfully received, if at all possible.
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3.3.5 Point-to-Point Protocol - PPP

Contrary to [INTRO 1], the Internet does have a standard seri al
line protocol: the Point-to-Point Protocol (PPP), defined in
[LINK: 2], [LINK:3], [LINK:4], and [LINK:5].

A serial line interface is any interface which is designed to send
data over a tel ephone, |eased, dedicated or direct line (either 2
or 4 wire) using a standardi zed nodem or bit serial interface
(such as RS-232, RS-449 or V.35), using either synchronous or
asynchronous cl ocki ng.

A general purpose serial interface is a serial line interface
which is not solely for use as an access line to a network for
which an alternative IP link layer specification exists (such as
X. 25 or Frame Rel ay).

Rout ers whi ch contain such general purpose serial interfaces MJST
i mpl ement  PPP.

PPP MUST be supported on all general purpose serial interfaces on
a router. The router MAY allow the line to be configured to use
serial line protocols other than PPP, all general purpose serial

i nterfaces MJST default to using PPP

3.3.5.1 Introduction

This section provides guidelines to router inplenmentors so that
they can ensure interoperability with other routers using PPP
over either synchronous or asynchronous |inks.

It is critical that an inplenentor understand the semantics of
the option negotiation nmechanism Options are a neans for a

| ocal device to indicate to a renpte peer what the | ocal device
will *accept* fromthe renote peer, not what it w shes to send.
It is up to the renpte peer to deci de what is nost convenient
to send within the confines of the set of options that the

| ocal device has stated that it can accept. Therefore it is
perfectly acceptable and nornmal for a renote peer to ACK al

the options indicated in an LCP Configuration Request (CR) even
if the renote peer does not support any of those options.

Again, the options are sinply a nmechanismfor either device to
indicate to its peer what it will accept, not necessarily what
it will send.
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3.3.5.2 Link Control Protocol (LCP) Options

The PPP Link Control Protocol (LCP) offers a nunber of options
that may be negotiated. These options include (anong ot hers)
address and control field conpression, protocol field

conpr essi on, asynchronous character map, Mxinmm Receive Unit
(MRU), Link Quality Mnitoring (LQW, magic nunber (for

| oopback detection), Password Authentication Protocol (PAP)
Chal | enge Handshake Aut hentication Protocol (CHAP), and the
32-bit Frame Check Sequence (FCS)

A router MAY do address/control field conpression on either
synchronous or asynchronous |inks. A router MAY do protocol
field conpression on either synchronous or asynchronous |inks.
A router MAY indicate that it can accept these conpressions,
but MJST be able to accept unconpressed PPP header information
even if it has indicated a willingness to receive conpressed
PPP headers.

DI SCUSSI ON:
These options control the appearance of the PPP header.
Normal | y the PPP header consists of the address field (one
byte containing the value Oxff), the control field (one byte
contai ning the value 0x03), and the two-byte protocol field
that identifies the contents of the data area of the frane.
If a system negoti ates address and control field conpression

it indicates to its peer that it will accept PPP franmes that
have or do not have these fields at the front of the header
It does not indicate that it will be sending frames with

these fields renoved. The protocol field may al so be
conpressed fromtwo to one byte in nbst cases.

| MPLEMENTATI ON:
Sone hardware does not deal well with variable | ength header
information. In those cases it makes npbst sense for the
renote peer to send the full PPP header. |nplenentations
may ensure this by not sending the address/control field and
protocol field conpression options to the renote peer. Even
if the renote peer has indicated an ability to receive
conmpressed headers there is no requirenent for the | ocal
router to send conpressed headers.

A router MJIST negotiate the Async Control Character Map (ACCM
for asynchronous PPP |inks, but SHOULD NOT negotiate the ACCM
for synchronous links. |If a router receives an attenpt to
negoti ate the ACCM over a synchronous link, it MJST ACKnow edge
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the option and then ignore it.

DI SCUSSI ON:
There are inplenentations that offer both sync and async
nodes of operation and nay use the sanme code to inplenent
the option negotiation. |In this situation it is possible
that one end or the other may send the ACCM option on a
synchronous |ink.

A router SHOULD properly negotiate the naxi numreceive unit
(MRU). Even if a systemnegotiates an MRU snaller than 1,500
bytes, it MJST be able to receive a 1,500 byte frane.

A router SHOULD negotiate and enable the Iink quality
nonitoring (LQV option.

DI SCUSSI ON:
This neno does not specify a policy for deciding whether the
link’s quality is adequate. However, it is inportant (see
Section [3.3.6]) that a router disable failed |inks.

A router SHOULD i npl ement and negoti ate the magi ¢ nunber option
for | oopback detection.

A router MAY support the authentication options (PAP - password
aut henti cati on protocol, and/or CHAP - chal |l enge handshake
aut henti cati on protocol).

A router MJIST support 16-bit CRC frame check sequence (FCS) and
MAY support the 32-bit CRC

3.3.5.3 |IP Control Protocol (ICP) Options

A router MAY offer to performI|P address negotiation. A router
MJST accept a refusal (REJect) to perform | P address
negoti ation fromthe peer.

A router SHOULD NOT perform Van Jacobson header conpression of
TCP/ | P packets if the link speed is in excess of 64 Kbps.

Bel ow t hat speed the router MAY perform Van Jacobson (VJ)
header conpression. At link speeds of 19,200 bps or less the
router SHOULD perform VJ header conpression.
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3.3.6 Interface Testing

A router MJST have a nechanismto allow routing software to

det erm ne whether a physical interface is available to send
packets or not. A router SHOULD have a nechanismto allow routing
software to judge the quality of a physical interface. A router
MJUST have a nechanismfor informng the routing software when a
physi cal interface becones avail able or unavailable to send
packets because of adninistrative action. A router MJST have a
mechanismfor informng the routing software when it detects a

Li nk I evel interface has becone avail abl e or unavail abl e, for any
reason.

DI SCUSSI ON:
It is crucial that routers have workabl e nechani sns for
determ ning that their network connections are functioning
properly, since failure to do so (or failure to take the proper
actions when a problemis detected) can |lead to black hol es.

The nechani sns avail abl e for detecting problenms wth network
connections vary considerably, depending on the Link Layer
protocols in use and also in sone cases on the interface

har dwar e chosen by the router manufacturer. The intent is to
maxi ni ze the capability to detect failures within the Link-
Layer constraints.
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4. | NTERNET LAYER - PROTOCOLS

4.1 | NTRODUCTI ON

This chapter and chapter 5 discuss the protocols used at the |nternet
Layer: IP, 1CWP, and IGW. Since forwarding is obviously a cruci al
topic in a docunent discussing routers, chapter 5 1linits itself to

t he aspects of the protocols which directly relate to forwarding.

The current chapter contains the remai nder of the discussion of the

I nternet Layer protocols.

4.2 | NTERNET PROTCCOL - I P

4.2.1 | NTRODUCTI ON

Routers MJUST inplenment the I P protocol, as defined by

[ NTERNET: 1] . They MJUST al so inplenent its mandatory extensions:
subnets (defined in [INTERNET: 2]), and |IP broadcast (defined in

[ I NTERNET: 3] ) .

A router MJIST be conpliant, and SHOULD be unconditionally
compliant, with the requirenents of sections 3.2.1 and 3.3 of
[ NTRO 2], except that:

0 Section 3.2.1.1 may be ignored, since it duplicates
requirenments found in this nmeno.

0 Section 3.2.1.2 may be ignored, since it duplicates
requirenments found in this nmeno.

0 Section 3.2.1.3 should be ignhored, since it is superseded by
Section [4.2.2.11] of this nmeno.

0 Section 3.2.1.4 may be ignored, since it duplicates
requirenments found in this nmeno.

0 Section 3.2.1.6 should be ignhored, since it is superseded by
Section [4.2.2.4] of this nmeno.

0 Section 3.2.1.8 should be ignored, since it is superseded by
Section [4.2.2.1] of this nmeno.

In the followi ng, the action specified in certain cases is to

silently discard a received datagram This nmeans that the
datagramwi || be discarded without further processing and that the
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4.

2.

2

router will not send any | CMP error nessage (see Section [4.3]) as
a result. However, for diagnosis of problems a router SHOULD
provi de the capability of logging the error (see Section [1.3.3]),
i ncluding the contents of the silently-discarded datagram and
SHOULD record the event in a statistics counter

PROTOCOL WALK- THROUGH

RFC 791 is [INTERNET: 1], the specification for the Internet
Pr ot ocol

4.2.2.1 Options: RFC-791 Section 3.2

In datagrans received by the router itself, the IP |ayer MJST
interpret those IP options that it understands and preserve the
rest unchanged for use by higher |ayer protocols.

H gher | ayer protocols may require the ability to set IP
options in datagrans they send or exanmine |IP options in
datagrans they receive. Later sections of this docunent

di scuss specific I P option support required by higher |ayer
pr ot ocol s.

DI SCUSSI ON:
Nei ther this meno nor [INTRO 2] define the order in which a
receiver must process multiple options in the sane IP
header. Hosts and routers originating datagrans containing
nmul tiple options nust be aware that this introduces an
anbiguity in the meaning of certain options when conbi ned
with a source-route option

Here are the requirenents for specific |IP options:
(a) Security Option
Sone environments require the Security option in every
packet originated or received. Routers SHOULD | MPLEMENT
the revised security option described in [INTERNET: 5].
DI SCUSSI ON:
Note that the security options described in
[ NTERNET: 1] and RFC 1038 ([| NTERNET: 16]) are obsol ete.
(b) StreamlIdentifier Option

This option is obsolete; routers SHOULD NOT place this
option in a datagramthat the router originates. This
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option MJUST be ignored in datagrans received by the
router.

(c) Source Route Options

A router MJIST be able to act as the final destination of a
source route. |If a router receives a packet containing a
conpl eted source route (i.e., the pointer points beyond
the last field and the destination address in the IP
header addresses the router), the packet has reached its
final destination; the option as received (the recorded
route) MJUST be passed up to the transport |ayer (or to

| CMP nessage processing).

In order to respond correctly to source-routed datagrans
it receives, a router MJST provide a nmeans whereby
transport protocols and applications can reverse the
source route in a received datagram and insert the
reversed source route into datagrans they originate (see
Section 4 of [INTRG 2] for details).

Some applications in the router MAY require that the user
be able to enter a source route.

A router MJUST NOT originate a datagram containing nultiple
source route options. Wiat a router should do if asked to
forward a packet containing nultiple source route options
is described in Section [5.2.4.1].

When a source route option is created, it MJST be
correctly formed even if it is being created by reversing
a recorded route that erroneously includes the source host
(see case (B) in the discussion bel ow).

DI SCUSSI ON:
Suppose a source routed datagramis to be routed from
source S to destination Dvia routers G, &, ... (.

Source S constructs a datagramwith Gl's | P address as
its destination address, and a source route option to
get the datagramthe rest of the way to its
destination. However, there is an anbiguity in the
speci fication over whether the source route option in a
dat agram sent out by S should be (A) or (B)

(A: {>®@, G, ... G, D <--- CORRECT

(B): {S >»>@, &, ... &, D <---- WRONG
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(where >> represents the pointer). |If (A is sent, the
datagramreceived at Dw Il contain the option: {Gl,

&, ... G >>}, with Sand D as the |IP source and
destination addresses. |If (B) were sent, the datagram
received at D would again contain S and D as the same

| P source and destinati on addresses, but the option
woul d be: {S, GL, ...G1r >>}; i.e., the originating host
woul d be the first hop in the route.

(d) Record Route Option

Rout ers MAY support the Record Route option in datagrans
ori ginated by the router.

(e) Timestanp Option

Rout ers MAY support the tinestanp option in datagrans
originated by the router. The follow ng rules apply:

o Wen originating a datagram contai ning a Ti nestanp
Option, a router MJUST record a tinestanp in the option
if

- Its Internet address fields are not pre-specified or
- Its first pre-specified address is the |P address of
the logical interface over which the datagramis
being sent (or the router’s router-id if the

datagramis being sent over an unnunbered
i nterface).

o If the router itself receives a datagram containing a
Ti mestanp Option, the router MJST insert the current
timestanp into the Tinmestanp Option (if there is space
in the option to do so) before passing the option to
the transport layer or to | CVMP for processing.

o Atinmestanp value MJST follow the rules given in
Section [3.2.2.8] of [INTRO 2].

| MPLENMENTATI ON:
To maxim ze the utility of the tinestanps contained in
the tinmestanp option, it is suggested that the
timestanp inserted be, as nearly as practical, the tine
at which the packet arrived at the router. For
datagrans originated by the router, the tinestanp
i nserted should be, as nearly as practical, the tine at
whi ch the datagram was passed to the Link Layer for
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transni ssi on.

4.2.2.2 Addresses in Options: RFC 791 Section 3.1

When a router inserts its address into a Record Route, Strict
Source and Record Route, Loose Source and Record Route, or
Timestanp, it MJST use the I P address of the logical interface
on which the packet is being sent. Were this rule cannot be
obeyed because the output interface has no I P address (i.e., is
an unnunbered interface), the router MJST instead insert its
router-id. The router’s router-id is one of the router’s IP
addresses. Wiich of the router’s addresses is used as the
router-id MJUST NOT change (even across reboots) unless changed
by the network manager or unless the configuration of the
router is changed such that the I P address used as the router-
id ceases to be one of the router’s I P addresses. Routers with
mul tipl e unnunbered interfaces MAY have nultiple router-id’s.
Each unnunbered interface MJST be associated with a particul ar
router-id. This association MJUST NOT change (even across
reboots) w thout reconfiguration of the router

DI SCUSSI ON:
This specification does not allow for routers which do not
have at |east one |IP address. W do not viewthis as a
serious limtation, since a router needs an | P address to
neet the manageability requirements of Chapter [8] even if
the router is connected only to point-to-point |inks.

| MPLEMENTATI ON:
One possi ble method of choosing the router-id that fulfills
this requirenent is to use the nunerically smallest (or
greatest) I P address (treating the address as a 32-bit
integer) that is assigned to the router

4.2.2.3 Unused |IP Header Bits: RFC-791 Section 3.1

The | P header contains two reserved bits: one in the Type of
Service byte and the other in the Flags field. A router MJST
NOT set either of these bits to one in datagranms originated by
the router. A router MJST NOT drop (refuse to receive or
forward) a packet nerely because one or nore of these reserved
bits has a non-zero val ue.
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DI SCUSSI ON:
Future revisions to the I P protocol may make use of these
unused bits. These rules are intended to ensure that these
revi sions can be depl oyed w thout having to sinultaneously
upgrade all routers in the Internet.
Type of Service: RFC- 791 Section 3.1

The Type-of-Service byte in the IP header is divided into three
sections: the Precedence field (high-order 3 bits), a field
that is customarily called Type of Service or TCS (next 4
bits), and a reserved bit (the |low order bit).

Rul es governing the reserved bit were described in Section
[4.2.2.3].

A nore extensive discussion of the TOS field and its use can be
found in [ ROUTE: 11].

The description of the IP Precedence field is superseded by
Section [5.3.3]. RFC 795, Service Mppings, is obsolete and
SHOULD NOT be i npl enent ed.

Header Checksum RFC-791 Section 3.1

As stated in Section [5.2.2], a router MJST verify the IP
checksum of any packet which is received. The router MJST NOT
provi de a neans to disable this checksumverification

| MPLEMENTATI ON:
A nore extensive description of the IP checksum including
extensive inplenmentation hints, can be found in [|NTERNET: 6]
and [ | NTERNET: 7].

Unrecogni zed Header Options: RFC- 791 Section 3.1
A router MJST ignore |IP options which it does not recognize. A
corollary of this requirenent is that a router MJST i npl enent

the End of Option List option and the No Operation option,
since neither contains an explicit |ength.
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DI SCUSSI ON
Al future IP options will include an explicit |ength.
Fragnentation: RFC-791 Section 3.2

Fragnentation, as described in [INTERNET: 1], MJST be supported
by a router.

When a router fragnments an | P datagram it SHOULD mininize the
nunber of fragnents. When a router fragnents an | P datagram
it MUST send the fragnments in order. A fragnmentation nethod
whi ch may generate one I P fragnent which is significantly
smal l er than the other MAY cause the first IP fragnent to be
the snall er one.

DI SCUSSI ON
There are several fragnentation techniques in conmon use in
the Internet. One involves splitting the I P datagraminto
IP fragments with the first being MU sized, and the others
bei ng approximately the same size, snaller than the MIuU
The reason for this is twofold. The first IP fragnment in
the sequence will be the effective MIU of the current path
bet ween the hosts, and the following IP fragments are sized
to hopefully minimze the further fragnmentation of the IP
datagram Another technique is to split the |IP datagram
into MIU sized IP fragnments, with the I ast fragnment being
the only one snaller, as per page 26 of [|INTERNET: 1].

A comon trick used by sonme inplenmentations of TCP/IP is to
fragnent an I P datagraminto IP fragments that are no |arger
than 576 bytes when the IP datagramis to travel through a
router. In general, this allows the resulting IP fragnments
to pass the rest of the path without further fragnentation
Thi s woul d, though, create nore of a | oad on the destination
host, since it would have a | arger nunber of IP fragnments to
reassenble into one IP datagram It would al so not be

ef ficient on networks where the MIU only changes once, and
stays much larger than 576 bytes (such as an 802.5 network
with a MU of 2048 or an Ethernet network with an MIU of
1536) .

One ot her fragnentation technique di scussed was splitting
the I P datagraminto approxi nately equal sized IP fragnents,
with the size being smaller than the next hop network’s MU
This is intended to mnimze the nunber of fragments that
woul d result from additional fragmentation further down the
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pat h.

In nost cases, routers should try and create situations that
will generate the | owest nunber of I P fragments possible.

Wrk with slow machines |eads us to believe that if it is
necessary to send snall packets in a fragmentation schene,
sending the small IP fragnment first nmaximzes the chance of
a host with a slowinterface of receiving all the fragnents.

4.2.2.8 Reassenbly: RFC 791 Section 3.2

As specified in Section 3.3.2 of [INTRO 2], a router MJST
support reassenbly of datagrans which it delivers to itself.

4.2.2.9 Tinme to Live: RFC 791 Section 3.2

Time to Live (TTL) handling for packets originated or received
by the router is governed by [INTRO 2]. Note in particular
that a router MJUST NOT check the TTL of a packet except when
forwarding it.

4.2.2.10 Multi-subnet Broadcasts: RFC-922

Al'l -subnets broadcasts (called multi-subnet broadcasts in
[ NTERNET: 3] ) have been deprecated. See Section [5.3.5.3].

4.2.2.11 Addressing: RFC 791 Section 3.2

There are now five classes of |IP addresses: O ass A through
Class E©. Cass D addresses are used for IP nmulticasting

[ NTERNET: 4], while C ass E addresses are reserved for
experimental use.

A multicast (Cass D) address is a 28-bit |ogical address that
stands for a group of hosts, and nay be either pernanent or
transient. Permanent nulticast addresses are allocated by the
I nternet Assigned Nunmber Authority [INTRO 7], while transient
addresses nmay be allocated dynanmically to transient groups.
Group nenbership is determ ned dynamically using | GW

[ | NTERNET: 4] .

We now sunmari ze the inportant special cases for Unicast (that

is class A, B, and C) |IP addresses, using the follow ng
notation for an |P address:
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{ <Networ k- nunber >, <Host-nunber> }
or
{ <Networ k- nunber >, <Subnet-nunber>, <Host-nunber> }

and the notation -1 for a field that contains all 1 bits and
the notation O for a field that contains all 0 bits. This
notation is not intended to inply that the 1-bits in a subnet
mask need be conti guous.

(a) {0, 0}

This host on this network. It MJST NOT be used as a
source address by routers, except the router MAY use this
as a source address as part of an initialization procedure
(e.g., if the router is using BOOTP to load its
configuration information).

I ncom ng datagrans with a source address of { 0, O } which
are received for local delivery (see Section [5.2.3]),
MUST be accepted if the router inplenents the associated
protocol and that protocol clearly defines appropriate
action to be taken. Oherwise, a router MIST silently

di scard any | ocally-delivered datagram whose source
address is { 0, 0 }.

DI SCUSSI ON:
Sone protocols define specific actions to take in
response to a received datagram whose source address is
{ 0, 0}. Two exanples are BOOTP and | CMP Mask
Request. The proper operation of these protocols often
depends on the ability to receive datagrans whose
source address is { 0, 0 }. For nobst protocols,
however, it is best to ignore datagrans having a source
address of { 0, 0 } since they were probably generated
by a mi sconfigured host or router. Thus, if a router
knows how to deal with a given datagramhaving a { 0, O
} source address, the router MJST accept it.
O herwi se, the router MJUST discard it.

See al so Section [4.2.3.1] for a non-standard use of { O,
0}.

(b) { O, <Host-nunber> }

Specified host on this network. It MJST NOT be sent by
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routers except that the router MAY uses this as a source
address as part of an initialization procedure by which
the it learns its own | P address.

(¢) {-1, -1}
Limted broadcast. It MJST NOT be used as a source
addr ess.
A datagramwi th this destination address will be received
by every host and router on the connected physi cal
network, but will not be forwarded outside that network.

(d) { <Network-number>, -1}

Network Directed Broadcast - a broadcast directed to the
specified network. It MJST NOT be used as a source
address. A router MAY originate Network Directed
Broadcast packets. A router MJIST receive Network Directed
Br oadcast packets; however a router MAY have a
configuration option to prevent reception of these
packets. Such an option MJST default to all ow ng
reception.

(e) { <Network-nunber>, <Subnet-nunber>, -1}

Subnetwork Directed Broadcast - a broadcast sent to the
specified subnet. It MJST NOT be used as a source
address. A router MAY originate Network Directed
Broadcast packets. A router MJIST receive Network Directed
Br oadcast packets; however a router MAY have a
configuration option to prevent reception of these
packets. Such an option MJST default to all ow ng
reception.

(f) { <Network-number>, -1, -1}

Al Subnets Directed Broadcast - a broadcast sent to all
subnets of the specified subnetted network. [t MJST NOT
be used as a source address. A router MAY originate
Networ k Di rected Broadcast packets. A router MJST receive
Networ k Di rected Broadcast packets; however a router MNAY
have a configuration option to prevent reception of these
packets. Such an option MJST default to all ow ng
reception.
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(g) { 127, <any>}

Internal host | oopback address. Addresses of this form
MUST NOT appear outside a host.

The <Networ k-nunber> is adninistratively assigned so that its
value will be unique in the entire world.

| P addresses are not pernitted to have the value 0 or -1 for
any of the <Host-nunber>, <Network-nunber>, or <Subnet-nunber>
fields (except in the special cases listed above). This
inplies that each of these fields will be at least two bits

| ong.

For further discussion of broadcast addresses, see Section
[4.2.3.1].

Since (as described in Section [4.2.1]) a router mnust support
the subnet extensions to IP, there will be a subnet nask of the
form { -1, -1, 0} associated with each of the host’s local IP
addresses; see Sections [4.3.3.9], [5.2.4.2], and [10.2.2].

When a router originates any datagram the | P source address
MJUST be one of its own | P addresses (but not a broadcast or
mul ti cast address). The only exception is during
initialization.

For nobst purposes, a datagram addressed to a broadcast or
mul ti cast destination is processed as if it had been addressed
to one of the router’s | P addresses; that is to say:

0 A router MJST receive and process normally any packets wth
a broadcast destination address.

0 A router MIST receive and process normally any packets sent
to a nmulticast destination address which the router is
interested in.

The term specific-destination address neans the equival ent

|l ocal I P address of the host. The specific-destination address
is defined to be the destination address in the |IP header

unl ess the header contains a broadcast or nulticast address, in
whi ch case the specific-destination is an | P address assi gned
to the physical interface on which the datagram arrived.

A router MIST silently discard any received datagram contai ni ng
an | P source address that is invalid by the rules of this

Al myui st & Kast enhol z [ Page 46]



RFC 1716 Towards Requirenents for | P Routers Novenber 1994

section. This validation could be done either by the IP | ayer
or by each protocol in the transport |ayer.

DI SCUSSI ON:
A m saddressed datagram m ght be caused by a Link Layer
broadcast of a unicast datagram or by another router or host
that is confused or m sconfigured.

4.2.3 SPECI FI C | SSUES

4.2.3.1 |P Broadcast Addresses

For historical reasons, there are a nunber of |P addresses
(some standard and sone not) which are used to indicate that an
| P packet is an |IP broadcast. A router

(1) MJST treat as | P broadcasts packets addressed to
255. 255. 255, 255, { <Network-nunber>, -1 }, { <NetworKk-
nunber >, <Subnet-nunber>, -1 }, and { <Network-nunber >,
-1, -1 }.

(2) SHOULD silently discard on receipt (i.e., don't even
deliver to applications in the router) any packet
addressed to 0.0.0.0, { <Network-nunber>, 0}, {
<Net wor k- nurber >, <Subnet - nunber>, 0 }, or { <NetworKk-
nunber>, 0, 0 }; if these packets are not silently
di scarded, they MJST be treated as |IP broadcasts (see
Section [5.3.5]). There MAY be a configuration option to
al |l ow recei pt of these packets. This option SHOULD
default to discarding them

(3) SHOULD (by default) use the limted broadcast address
(255. 255. 255. 255) when originating an | P broadcast
destined for a connected network or subnet (except when
sending an | CMP Address Mask Reply, as discussed in
Section [4.3.3.9]). A router MJST receive linmted
br oadcast s.

(4) SHOULD NOT originate datagrans addressed to 0.0.0.0, {
<Net wor k- nunber>, 0 }, { <Network-nunber>, <Subnet -
nunber>, 0 }, or { <Network-number>, 0, 0 }. There MAY be
a configuration option to allow generation of these
packets (instead of using the relevant 1s format
broadcast). This option SHOULD default to not generating
t hem
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DI SCUSSI ON:
In the second bullet, the router obviously cannot recognize
addresses of the form{ <Network-nunber>, <Subnet-nunber>, 0
} if the router does not know how the particular network is
subnetted. |In that case, the rules of the second bullet do
not apply because, fromthe point of view of the router, the
packet is not an |IP broadcast packet.

| P Multicasting

An I P router SHOULD satisfy the Host Requirements with respect
to IP nmulticasting, as specified in Section 3.3.7 of [INTRO 2].
An | P router SHOULD support local IP nulticasting on al
connected networks for which a napping fromCass DIP
addresses to link-layer addresses has been specified (see the
various | P-over-xxx specifications), and on all connected

poi nt-to-point links. Support for local IP nulticasting

i ncludes originating multicast datagramnms, joining nulticast
groups and receiving multicast datagranms, and |eaving nulticast
groups. This inplies support for all of [INTERNET: 4] including
| GWP (see Section [4.4]).

DI SCUSSI ON:
Al 't hough [I NTERNET: 4] is entitled Host Extensions for IP
Mul ticasting, it applies to all IP systenms, both hosts and
routers. In particular, since routers may join multicast

groups, it is correct for themto performthe host part of
| GW, reporting their group nemberships to any nul ticast
routers that may be present on their attached networks
(whet her or not they thenselves are nulticast routers).

Some router protocols may specifically require support for
IP multicasting (e.g., OSPF [ROUTE: 1]), or nay reconmrend it
(e.g., ICVWP Router Discovery [|INTERNET: 13]).

Path MIU Di scovery

In order to elimnate fragnentation or mninize it, it is
desirable to know what is the path MU al ong the path fromthe
source to destination. The path MU is the nininumof the MIUs
of each hop in the path. [INTERNET: 14] describes a technique
for dynamically discovering the maxi mumtransmni ssion unit (MrU)
of an arbitrary internet path. For a path that passes through
a router that does not support [INTERNET: 14], this techni que

m ght not discover the correct Path MU, but it will always
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choose a Path MIU as accurate as, and in many cases nore
accurate than, the Path MU that woul d be chosen by ol der
techni ques or the current practice.

When a router is originating an I P datagram it SHOULD use the
schene described in [INTERNET: 14] to limt the datagram s size.
If the router’s route to the datagram s destination was | earned
froma routing protocol that provides Path MIU information, the
schenme described in [INTERNET: 14] is still used, but the Path
MIU i nformation fromthe routing protocol SHOULD be used as the
initial guess as to the Path MIU and al so as an upper bound on
the Path MIU

Subnetting

Under certain circunstances, it nay be desirable to support
subnets of a particular network being interconnected only via a
path which is not part of the subnetted network. This is known
as di sconti guous subnetwork support.

Rout ers MUST support di sconti guous subnetworks.

| MPLEMENTATI ON:
In general, a router should not nmake assunptions about what
are subnets and what are not, but sinply ignore the concept
of dass in networks, and treat each route as a { network,
mask }-tuple.

DI SCUSSI ON:
The I nternet has been growing at a tremendous rate of |ate.
Thi s has been placing severe strains on the | P addressing
technology. A mmjor factor in this strainis the strict IP
Address cl ass boundaries. These nake it difficult to
efficiently size network nunbers to their networks and
aggregate several network nunbers into a single route
advertisement. By elimnating the strict class boundaries
of the IP address and treating each route as a {network
nunber, mask}-tuple these strains nay be greatly reduced.

The technology for currently doing this is O assless
I nterdomai n Routing (ClDR) [|NTERNET: 15].

Furthernmore, for sinmilar reasons, a subnetted network need not
have a consi stent subnet mask through all parts of the network.
For exampl e, one subnet may use an 8 bit subnet mask, another
10 bit, and another 6 bit. This is known as variabl e subnet-
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masks.

Rout ers MJUST support vari abl e subnet - masks.

4.3 | NTERNET CONTROL MESSAGE PROTOCOL

4.3.1 | NTRODUCTI ON

| CWP

| P Routers

Novenber 1994

ICMP is an auxiliary protocol, which provides routing, diagnostic
It

and and error functionality for |

P

[ NTERNET: 8] . A router MJST support

is described in
| CIVP.

| CMP nmessages are grouped in two cla